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+EVENT:SocketDown s data %1
AT+SOCKETDEL & iU fifiidk 7 775 £
N Jn AT+SOCKETSENDLINE ,

AT+SOCKETRECVCFG

DOC-V1.0.0 |2021/10/8 | ¥ B8 | N MQTT, HTTP #2484, 0 URC idE

(combo-v2. FES IR [F] AL

0.0)

DOC-V1.0.0 |2021/11/1 | #%i% PRTH | BB URC U RS iR 1D

(combo-v2. AT+BLEMODE 7SN 7 2% IR S

1.0) Fr% AT+WCOUNTRY $54
BESUEF IR B R N, W0 KA & /ME
BN
& 5 T 35 AR T E R R
&2 AT+BLECONINTV S ¥ B fir
&4 AT+BLEADVINTV S Hifir

DOC-V1.1.0 | 2021/11/26 | < P8 | 89niE o w B EE F IR

(combo-v2. B G B = IR IR

2.0) MQTT %51 T Retained &I (_EANMRA KA K
A It AAR IRAS B2 387 K AR )

DOC-V1.2.0 |2021/12/7 | ¥ FRTEE | MQTT ¥ Inist e v 2

(combo-v2.

3.0)

DOC-V1.3.0 |2021/12/21 | BESC5R | BRTE | Wifk10, & 1, pwm 54, A0 8258,6212,6252
RYVIEF

DOC-V1.4.0 |2021/12/24 | RExCik | BRFE | LB DAL E 54 AT+UARTCFG HUHTiiE % &

(combo-v2. ¥ (BRIABC B N i)

4.0) 2. M Fr 10 5 48 4 AT+SYSIOSETCFG
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4.AT+SYSGPIOREAD & 4 KA #4147 — X GPIO
W E AR
5.AT+PWMCFG 5 75 bb A FH s ] 425 1]
6.7 AT+PWMCFGS 184 (i F B 0 F R b
)
7.AT+PWMDUTYSET % == LU A FH B ] 42 o)
8. ¥ AT+PWMDUTYSETS(f5 [ /525 Eb)
9./2 AT+WAPDHCP 54 Z %, 2%H DHcCP
HRERE pFE
10.7% /I AT+BLECONNECT S/ W5 oF 4%
11T G R R D
DOC-V1.5.0 |2021/12/31 | RE3C5& | P& | LAk AEIE
(combo-v2. W 2.5 E G A S NE AR
5.0) 3.AT+BLEIBCNDATA i 1 1 5 4
4. AT+PWMCFGS HI AT+PWMDUTYSETS 15 4 i
A ]
5.9 F &) MAC #% U /NS
6B IE T AL 5k
DOC-V1.6.0 | 2022/1/24 | % R | 1. IIFHLECM4E S
(combo-v2. 2. O B84 AT+UARTCFG HUTH 4% %
7.0) B (AR TEHT T SR %A 5T
3. AT+WAP? BV 7 i 4l R o
DOC-V1.7.0 | 2022/2/9 M MR8 | 1. /830 log I MAC FILK -5 A2 B (1 ERA
(combo-v2. AbFR
8.0) 2. B AP A5 U P i B W T (R OR 5 B
DOC-V1.7.1 |2022/2/21 | BEXC58 | MR¥E | 1. EHET &FEERE
(combo-v2.
8.0)
DOC-V1.7.2 | 2022/2/22 | W MR8 | 1. 122 UDP ZE AL 1Z 5, L UDP client A1 UPD
(combo-v2. server S FF [ v & AR
10.0) 2. AT+SOCKETTT 1 B 454
3. GPIO #8451 HHEF A& SCA N 1 HF 46 (2 i
=M 0 FFURT)
4, AT+SOCKET %Il SSL server/client 1% 5
5. TG IRAD A
6. & socket EHZ LI G B4R 15 B
DOC-V1.7.3 | 2022/7/7 W 1. i AT+MQTTPUBRAM 54
(combo-v2. 2. AT+LEDTEST #84MNINY ESH
11.0)
DOC-V1.7.4 |2022/8/22 | M 1. 185 AT+MQTTPUBRAW #5445 5 £
(combo-v2. 2. M AT+WCONFIG H < T BW16 1 37 #F
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DOC-V1.8.0 W 1. W0 Ai-WB2 RFIELZH PWM 5] I BR 1] 15t B
(combo-v2. 2. AT+SOCKET ¥ INFE%E conid 11
13.0)
DOC-V4.18P RS 1. MIBx AT+GPIOTEST $54
_1.9.0 2. AT+MQTT N EETh g
(combo-V4. 3. HrEEE IR
18 _P2.15.0) 4, IMEGHEIT4E4S AT+MQTTUNSUB

5. [EE S BE R
DOC-V4.18P W= 1. AT+RESTORE BRiA <> H B MAC I E
_1.9.1
(combo-Vv4.
18_P2.15.0)
DOC-V4.18P W= 1. AT+WCONFIG 34/l AirKiss FC 244
~1.10.0(co 2. AT+SOCKET #h 78 S H( iR
mbo-V4.18_ 3. i AT+SOCKETAUTOTT 54
P2.17.0)
DOC-V4.18P = 1. ¥l AT+SSLCRET 454
~1.11.0(co
mbo-V4.18
P2.18.0)
DOC-V4.18P MIT 4 1.AT+WSACN 3 i1 2 %
_1.12.0(co 2.5 AT+WSACNOPT #54
mbo-V4.18
P2.18.0)
DOC-V4.18P Wiz 1. ¥ JIN+EVENT:SocketAutoDel,<ConID> URC #§
_1.13.0(co Ei
mbo-V4.18_ 2. AT+WCONFIG Fh 78 FL A4 A5 2 Xof )87 (14 T5E I
P2.19.1) W
DOC-V4.18P Wiz 1. W0 F uuID X JE M R
_1.13.1(co
mbo-V4.18
P2.19.3)
DOC-V4.18P MIT 4 1. BriG4E4 AT+WRSSI
_1.13.2(co
mbo-V4.18
P2.19.4)
DOC-V4.18P M 1. 1582 UDP server 1 client HIW A& 8 Ut
_1.14.0(co 2. AT I E E LS
mbo-V4.18_
P2.21.0)
DOC-V4.18P ¥ 1. AT+SLEEP 40 HERR T & 2 4L
_1.15.0(co 2. URC %[ #& WIFI_CONNECTED & i AN
mbo-V4.18_ WIFI_CONNECT
P2.22.0)
A%, RETFATABY H % 4 7 3L s8I
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_1.16.0(co PetRA7? L EIE wifi (235
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P2.24.0)
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H%

1. 4B RE TR AT B UL oot 9
11 AR TTERTATIE B oottt ettt s ettt 9

2= oo L (= OO 9

T (= < VOO 10

1.4 FEA M RAE TR oottt 10
1.4.1 FEATAT BRI RIFE IR oot 10

1.4.2 FEATATERRIIRIFE IR oottt 10

1.4.3 EEHIDIBEPAT LI SIFE TR oo 10

1.4.4 RENFE AT IIAR IR oo es e 10

L5 URC TEBHZEIIE oottt 11

1.6 OO FE IR I T oottt et et e e et et et e e e e et es et eseneene e eseneeaeneeeenes 11

I i 1= OO PO 14
2.1 AT THHIRTE S oottt 14

2.2 ATHHELP ZEE AT B oottt 14

2.3 ATHRST BEHEEL FIFE L oot s s 14

2.4 ATHRESTORE TR HE T T vttt nes 15

2.5 ATEL FTTFTEIR oottt sttt na et naeeas 15

2.6 ATEOD FEFT NI 1ottt 15

2.7 ATHGMR BEHIRZNAE S oottt 15

2.8 ATHSLEEP FIEHRATEIR ..ottt 16

2.9 ATHUARTCFG HE I BB TR oottt 17
2.20 ATHOTA ZEZETEFZLFE R oot 17

E IO il = RO 18
3.1 AT+SYSIOMAP ZE T BB 10 BREFZR (oo 18

3.2 AT+SYSGPIOWRITE BEE GPIO HH FEL T oo 19

3.3 AT+SYSGPIOREAD TEHL GPIO HL T ..ottt ettt 19

3.4 ATHPWMCFG FILE PWIM THAE ..ot 19

3.5 ATHPWMCFGS FIL B PWM THHE ¢t 20

3.6 ATHPWMSTOP FEFH PWIM I BE .ottt 20

3.7 AT+PWMDUTYSET FEHT PWM (525 oot 21

3.8 AT+HPWMDUTYSETS FEHT PWM 25 El et 21
BWIFL TR oottt e e en e ereees 21
A1 FETFE R oottt 21
4.1.1 AT+WMODE B BB B WIFI TAERBIZ oo, 21

4.1.2 ATHWSCAN FTIE WIFL FUZR oo 22

4.1.3 AT+WSDHCP A B 1% B STA BN DHCP 4. 24

B.1.4 ATHWIAP FEFE AP oottt 24

4.1.5 AT+WAUTOCONN _E L B EEIE Wifi.oveveieeeeceeeceeceeeee e 25

4.1.6 AT+WAPDHCP A B B AP AU T DHCP S8 ..o 26

4.1.7 AT+WAP EE ) B B AP 3 WIFi S 27

4.1.8 ATHPING HEAT PING FEAE oottt 27

4.1.9 AT+CIPSTAMAC_DEF A if) FIZ 2L wifi station MAC bk .o 28

4.1.10 AT+WCOUNTRY ) BRI B WIFi FEIZKID oo 28
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4.1.11 AT*WCONFIG T2 /I THLEL I oo 29
4.1.12 AT+WSCANOPT i WIFI FHHEEIRAE S oo 30
4.1.13 AT+WRSSI ZE] Wifi FEFEE T IR oot 30

B2 TCPIP FE B oottt 31
4.2.1 +EVENT:SocketDown 11T socket KIEEIHE ....ooovevviieeeece e 31
4.2.2 +EVENT:SocketSeed 24 TCPServer S ZIHT 1 3&EH2 (A B 2 3T EDZ A ............. 31
4.2.3 AT+SOCKET BIZ2 SOCKEt FETE ovovvieeeeeeeeeeeee et 31
4.2.4 AT+SOCKETSEND J& it socket A3 (KELHEALTR) oovvveece 33
4.2.5 AT+SOCKETSENDLINE J# 1 socket &3 A (FEATHET) oo 33
4.2.6 AT+SOCKETREAD M socket SEEEUETE ......vveveeeceeeeeeeeeeeee e 34
4.2.7 AT+SOCKETDEL MHFRFEIE socket FEFE ..o 34
4.2.8 AT+SOCKETRECVCFG B socket FEUIE I coovvoenieee e 34
4.2.9 AT+SOCKETTT HE socket IBAERRTR .....ovveeeeeeeeeeeee e 35
4.2.10 AT+SOCKETAUTOTT H ZHEN socket IBAETLE ...oovevveeeeeeerereeeeee e, 36
4.2.11 AT+SSLCRET XV AL B SSLAETD v 37

B3 IMOTT B oottt sttt n st e et ennens 38
4.3.1 AT+MQTT MQTT FIFC B FITESE oo 38
4.3.2 AT+HMQTTPUB KA MQTT THE oot 40
4.3.3 AT+MQTTPUBRAW KA R EKE MQTT JHE o 40
4.3.4 AT+MQTTSUB 1T MQTT TH IR oot enanes 41
4.3.5 AT+MQTTUNSUB  HU/E T[] MQTT TR oo 42
BAHTTP FB2 oottt ettt sttt sttt aen s ssneanees 42
4.4.1 AT+HTTPCLIENTLINE 3% HTTP/HTTPS i R (BAATHEIR) oo 42

A5 SNTP FE D oottt 43
4.5.1 AT+SNTPTIME ZE1H) SNTP B ] ..ottt nne s 43
4.5.2 AT+SNTPTIMECFG 1] A1 B SNTP I X TR S5 2% oo 43
4.5.3 AT+SNTPINTV B ATBLE SNTP BT IS T TATRR oo 44

B BLE T2 ettt 45
T T i 1= OO 45
5.1.1 AT+BLEMAC BB AW T MAC HBIIE coooee e 45
5.1.2 AT+BLEMODE I AL B W AN e 45
5.1.3 AT+BLERFPWR i F B B B A AR IF DI e, 46
5.1.4 AT+BLESTATE BRI IEFEIRZS 1ot 46
5.1.5 AT+BLEDISCON i T B JEFE oot nes 47
5.1.6 AT+BLEMTU X EEE BEE MTU oot 47
5.1.7 AT+BLESEND [5] #5 F 3B AL B IE R IEHTIE «evoeeeeeeeeeeeeeeceeee e, 47
5.1.8 AT+BLESERUUID R HJELFE BB R ST UUID ..o 48
5.1.9 AT+BLETXUUID BT B T TX UUID oo 48
5.1.10 AT+BLERXUUID ZX /BRI B WA T RX UUID ..o 48
5.1.11 AT+TRANSENTER HE AT FIBAERELIR oo 49

5.2 MULFE D ottt 49
5.2.1 +DATA FEHUEI N ULEIIE FIEAEEIT oo 49
5.2.2 AT+BLENAME B B T 7 B AT ZATR oot 49
5.2.3 AT+BLECONINTV 2 1] B35 B G A FEREIAIBE ..o 50
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5.2.4 AT+BLEAUTH X 1 B3¢ B W T FETAD oo e 50

5.2.5 AT+BLEADVINTV B BRI B W T FEIAIFE oo 51

5.2.6 AT+BLEADVDATA B B BT T EEIE oo 51

5.2.7 AT+BLEADVEN B5 7 W B BRI AE oo 52

T T o0 1 1= OO 52
5.3.1 AT+BLESCAN 15 F MU T RAETTFH covoeeeeeeeeeeeeee e 52

5.3.2 AT+BLECONNECT ML D IRIETE oo 53

5.3.3 AT+BLEAUTOCON B TEHLESNIELEMHLSEL oo 53

5.3.4 AT+BLEDISAUTOCON HXUH H ZHFAHHIEEL «..oveovccecercreecei 53

5.4 BLE IBRACON T2 wovrieieeeeeeeeeeeee ettt ettt ettt a et n st sesen st t et es s sanaesanans 54
5.4.1 AT+BLEIBCNUUID Z B B 15 7 iBeacon UUID .......cuveveceeeeeereeeee s 54

5.4.2 AT+BLEIBCNDATA 15 B 15 7 1BeaCon data......ccevevvevecveeeieceeeeeeeeeeeseseeesesesesennans 54

5.5 BLE IMESH FE 2> 1ottt nesean 55
5.5.1 SIG-IMESH FE 2> oot 55

5.5.2 ALIEMESH FE 2 oottt 56

Lo L 1= R OO PO 57
.1 BIRAETE 2 oottt 57
6.1.1 ##b00t TF R ML B AT 5 oot 57

6.1.2 AT+NodeMCUTEST JFRAIARAEAE .....vveeeeeeeeeeeeeee e 57

6.1.3 AT+LEDTEST AR LED TTRFE L oot 58
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1. $84 4N BRIA BT B Ui B

1.1 EOAGEE

R EARR U AT 3545 DA R 80 O H A —/N 0, EE N 115200,8N1

12 BEER

HEHHHHH R R

arch:<ith Jr RS> < AR 5> /UK 5 50 B 275 9 NULL
company:Ai-Thinker | B&T
ble_mac:<¥% 7" MAC> //eg: 94c960123456(/NE FBE) Ul A AAT AT ED
wifi_mac:<WIFI STAMAC>  //eg: 94c960123456(/NE R U S B A AA4T AT EN
sdk_version:<SDK g A& 5> [/ R SDK BIRA S (R 5 JR) SDK IR A5 FE.IR)
firmware_version:<[E{F A -S> J/FEEA S, #2L “release/v1.0.0”
0 S PR A 75 20 release BN debug;
WA /NG v
WA 5 = A B
F—ANRRMER T EOBE S T AR, SR FEGEA MR E MBS (D
RATKIN BB BATEN RS R, DA a2 IG 0 Th Reslopr B ma . N 2%, B3 URC 8
%, WA T A HRERMEN);
B SRARIIN T AR (— AT T — MBS, A
FEATERFRNMEE T bug BUEEBENAL, XTHEA DA AT S S R B (151 4
AT+WIAP?EL ) H SR PR R, 1B E 71X bug Ja AT DL IR ORI E 15 % &
NI TXR)
compile_time:<gw WS [ F/H /4 /0 /73 /50>

ready

HEHHHHH R

SRR
(1) #ATAEAH AN
(2) BRI ready SKAS IR B0 B, AN BRI [ 1 RRCAS 5 AN G 198 A 18] (i 882 A 7] g
BEAT R AS BE )
(3) [EfEARA S

JA A5 B b R A RRAS 5 e R R A B [ A RRCA S, A2 combo 452 HIRRA S,
combo HEZE IR IRA S HEEL IRA T HIELEE -

AN =B 30 v BRI RA 5 505

Forb 4 B RRAS 5 R AR OB IR IS AR s R A A SR (A 2 (9] n B B 418 4 BB 1B 25 1 B
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ECECROE
RS 5 B Ras IN F3 (945 11 GRIT AR AT 454 B0 170 T e 1E 240
IEARAS SRR bug IBR (AW K OB

1.3 IESHKA

CMDJopt][param1,param?2,...] i 2 LA [8] Z= H 47 (\r\n) &5 52 (52 Br A 0 1 A2 \n 45 3 ASCIl 5
0x0D, HITHI HI\r <= 205
BT A 4474 — 1 FH\r\n

Eitipu NGl
CMD B2 LA X 73 K/NE) AT
opt | NA NSRS EEPATIEE RS | AT
? BTIHIRAS AT?
=paraml,param2,... | WZEL, ZANSHAEHIES 5,1 | AT=1

RN Z o 38 5 ) 75 2R WS
FOLERSE T AR BB\, HEH—
AR JE — A S O8I gk 20 A
X515 45k K)

1.4 ESMRMET

1.4.1 BPAT BT BLFSE

\r\nOK\r\n J/H AN BE A AT A HoAth v 2. (FLAhYE B2 7T LALE log 14T ER)

1.4.2 IBPATEE R B2

\r\n+<CMD>:<error_code>\r\nERROR\r\n
//errorno KN E RIS (T 3L RF), AT B DURRRFT BN eAT A A5 B (FLAth v BT
PATE log H1FTEM)

1.4.3 EHIAETAT BT LA 2

\\n EIREROXAEFE B A5 Hm RN 7B BARESE, AREAEMEE)\rAnOK\r\n

1.4.4 RHNTE 0 NS

B VLD 2145 4 10 EF i ) i |87
Unknown cmd:<H HHIANIFTE NS, BESEH>
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Eg: 1l ATAA RIELETR 4

i\ ATAA\r\n <R [A] Unknown cmd:ATAA

I\ ATAA=123\r\n =i [A] Unknown cmd:ATAA=123

1.5 URC Ezh#iiE

//WIFI ZEAF

+EVENT:WIFI_DISCONNECT  //WIFI 77T

+EVENT:WIFI_CONNECT //wifi 4%

+EVENT:WIFI_APCLIENTDISCONNECT:<MAC>  //AP iR % /' i i TP %42, )5 1 MAC
bk, NETLES

+EVENT:WIFI_APCLIENTCONNECTED:<MAC>//AP B0 HTH0 2 F o i, Ja THI$% MAC Ml
bk, NELES

//SOCKET Hft

+EVENT:SocketDown,<ConlD>,<length>[,<data>] //U %] socket ¥k

+EVENT:SocketSeed,<seed ConlID>,<server ConID>  //W BT 158 7 ity 14 435

+EVENT:SocketDissconnect,<ConID>  //socket Wi

+EVENT:SocketReconnect,<ConID> //socket Wi H ) H.3% Al T

+EVENT:SocketAutoDel,<ConID> //socket E ZhHk&

//MQTT FA4:

+EVENT:MQTT_CONNECT  //MQTT &K Ih

+EVENT:MQTT_DISCONNECT //MQTT iz W7

+EVENT:MQTT_SUB,<Topic>,<len>,<data> //#ZUE] 71T 57 &

IR WA E

+EVENT:BLE_DISCONNECT  //# T WiHFIRA

+EVENT:BLE_CONNECTED  //#5 F 8% Ih

+DATA:<len>,<data> //F MU Tl 28 7 i AL 5 dE

/] i
aliGenie_data // XAk R T K Ed
+EVENT:CloudDown,<type>,<data>

/7=
#ttboot /[T RARILBEALRAS 5

1.6 errorno &= ikAH

E Y PR R T

0: I

1: ASCFFIZAE 2 (combo HEZLAL & 1% 48 H 2 H 1T B 1A B A B E A 3R

2: RS HEE ASIF I ERAE CHHT-F 6 X% IR 2 AR R SRR #14F)

3: A REDEBRSEAEN R, PIUFHENNISE, BERMA T 1S5
o)
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4: ZHERR(SEHINAERR, GII0EEmMA—1 0~ AT, AN T 10 B xyz, It
i 52 2 kiR )

5: ZECK AR (T 2 KRR R SCRF I BE)
31: YATTRA ARG N, TWEFD LHCRE, ZHEA RSV AW EH, AR EH
S|
32: ARKNEE IR (ECE A A FE RS R E )
[/ 38 FH EE RS
33: malloc ££i%
34: HL buf KK
35: 5 buf 2RI
36: MO B F R (AN AEH IR I B A %, B anRATT A E OTA THe i -1, FHAT AT+OTA
(RG2S 30 2> HRIC BB 1R
37: BTSSRI
38: Flash {5 KM
39: HOFEHR, ALFFMERFR
40: HECEAS R, A SCREEE AL
41: HOECEE R, AR IRAL
42: HOFCEASR, AR
43: HOFCEANR, ACFFRRE
44: HORERN
45: H P44 e R
46: AR INFERIUET 12 B A SCRFIR DD FER X
47: ARYIGAEC B IR R (BF o WU R
63: JEHE RIS A I HEER)
[/ wifi FHOCEE 1R
64: wifi RAYJGAABATLE I
65: wifi f A 1R (L AP R TS IEERE wifi)
66: wifi %52
67: wifi BT, ZREL IP(DHCP)%E %
68: RN T KK
69: WAHHFIIEE AP
70: wifi $14H )5 Bl 2R
71: wifi F3HE
72: FFJE AP # KK
73: FRHCHE A1) wifi /5 B 83 B IR B AP {5 BRI
74: - (STA/AP)RIz 4T
75: wifi [ ZADES R (A TR wifi B K 0Y)
76: 4HTHC PR AL 1R
95: wifi R AE IR
//socket FH I 1R AY
96: flJ% socket kI
97: socket EHE R
98: DNS K
99: socket IRAET R (B W tep b3 A EE)
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100: socket ZRTY4H R
101: socket /1% W
102: socket FZUR 2%
103: socket Mt £ FE A R IK
104: socket bind Hi4H
105: HATIERTCIE AT &AL B R (socket ZRAYANXS B K A X))
106: PING Mk 2 W (43 FA)
107: PING M 5> 26
108: SSL Config 4Hi%
109: SSL BZUGE R (— M AR SSL N2 A SCHF B UE P A R 3 BU1)
127: socket 4R
//GPIO #& i AH G 1R AL
128: GPIO AR (BIWACE TN, REPATHHES)
129: #AEH 10 KBesk GPIO WL R (B Wik B 1 0~4 51 I 10 Wi, #4E 5 5 5]k
[l X AN FE 1R
130: NC 5IJHl, ToiEsdl(FlinEs 1. VCC. GND 285l AT 544 H)
131: 5| B AR, BUE A SRR
132: W HE GPIO L FHidkiR, siE AR LT )
133: fEAEASCRRR PWM S Y
159: GPIO #AE AR FIEE %
//HTTP(S)HH K iR b5
160: HTTP(S) M 87 Sk =4 1%
191: HTTP(S)IE R K 44 1%
//MQTT A5
192: MQTT #E# 7 R
193: MQTT &2k
194: MQTT A & &%
195: KAT MQTT 4 &K
196: MQTT ¥4 21T & 513 T3
197: MQTT BA R i 37
198: MQTT 1B E i F - i)
199: MQTT HUyH 1T [ 2 e
224: MQTT AKH4E %
//BLE ¥ 7F #H %
225: W F A BN EO P R R
226: WEIWEF MAC KW (226: W EIEA MAC; 237: REUE S MAC RIK)
227: ASCFHESIE T MAC
228: ASCHFFHPIRAS B IEAEPAT BIHERAEE RS VAT
229: W7 WIS R
230: W WE MTU (236 FRHL MTU W)
231: WP ROEHR R
232: WEEF ML HBIRE
233: WA EHFHIRIK
234: WAHERRTRC BT

AEANE, RETF T ARG 8 % 13 70 3k 58 W
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235: W IERRIN

236: FKEL MTU KW (230 ¥ & MTU &)

237: IREUE T MAC RI(226: WEIE A MAC; 237: 3REUE T MAC KIK)
255: AR HR

2. Hue4

2.1 AT kg4

AT
ik MR AT HESE A IR 5 TAERTE 4
M J8Z oK
AN/ AT
oK
HELP H [ F5 IR (5 5
e . | Test cmd

2.2 AT+HELP &F& AT 54 &

AT+HELP

ik ) AT 52 51K

M J8Z <FR A SR> <R
<t L LA HR> < B>
OK

Nl

HELP I IR (5 5

M 7 | Show cmd list

2.3 AT+RST iEIRERIES

AT+RST
Eiiiba HE A
i N OK
AN
HELP 1 IR (5 S
Mg N | Soft restart
LA, KRGV R 514 T3 58 I
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2.4 AT+RESTORE %k EH & &

AT+RESTORE
ik WE )] A, IR ERS B (=704, 10 BRI
M) S oK
H/iE BT e H 3 E
N €
Nl
HELP Hh 4R (5 5
M &7 | Restore setting

2.5 ATE1 fTHEE

ATE1

Eiiipu FTHF A1

M J8Z OK

AN ATE1
OK

HELP 1 [ H IR (5 S

My [ Enable echo

R PB RHIEIA B R FTIF
TB RAEI B B AT I

2.6 ATEO X<HI[ERE

ATEO
ik IR A e i
M) S oK
AN ATEO
OK
ATE1="?
M J9Z | Disable echo

2.7 AT+GMR EigRAER

AT+GMR

R B IRAAE B

M) J8 <at version:>: AT x4 B (combo iR A)
<sdk version:>: SDK fRA(E &

HAHLE, KEWUAET B % 15 7 3k 58 Wi
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<firmware version:>: [ {4
OK

ZN | AT+GMR

at version:release/v2.0.0

sdk version:amebaD-6.2c
firmware version:release/v1.2.3

OK
HELP 1 HIA(E B
e W7 | Show version info

2.8 AT+SLEEP BEER#E

AT+SLEEP=<mode>[,<wakeup source>,<param1>,<param2>]
ik T B AR AR 20
ZH Mode:
0: BENVKHBENR, A AR
1: BEAJRBERR, b FE S N HER
2: HENRBEBEIRARGS
3: sk
wakeup source:
W B MR (1Y mode=0/1/2 B} %K)
0: JEMS &5MifiE
2: GPIO Mafig
paraml:
1V wakeup source=0/2 I %%
wakeup source=0 I} F/R Al & N MR, 1ZSHK R @ I |, A ms
wakeup source=2 F il GPIO MR, %S R /Rl fil 10 75 (Mg A2
AW, SIS 101D
Param2:
X wakeup source=2 I 521, I~ GPIO M i (1) R it Fi >~
0: AR H-F Mg
1: e TR

M| S OK

i JE A ) TR e B e A AH
NI

HELP H1 ) $ifiid (5

] J8 Set low power mode

R PB RAIERINAE N 3, FHrdfi =
TB RFIBINBLA Ny 3, Ll
Ai-WB2 R %13 #F mode 2/3, BRilAN 3
HE: A-WB2 R GPIO MR L & i param $i5 72 19 51 JH1 2 AT R 117
R A SERRR 5, HAXSCER 107 5100107 J2& RX 51, BT LAES 1 e i Fe 4]

HAHLE, KEWUAET B % 16 Ul 3k 58 Wi
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— M BE 107 (KHFIASEED AT, k& AT+SLEEP=2,2,7,0)

2.9 AT+UARTCFG £ EIES

AT+UARTCFG?
i A AT B AL E
M &7 +UARTCFG:<baudrate>,<databits>,<stopbits>,<parity>
OK
il
AT+UARTCFG=<baudrate>,<databits>,<stopbits>,<parity>
HiiR WHE AT R E 4, 6212,6252,8258 H 37 #F baudrate

MIEEN R HPIRES, AT RCE
S baudrate: H [CIJ4HFHR
databits: EHEHL

5: 5 bit £z

6: 6 bit Z¥E{

7: 7 bit B LI

8: 8 bit HHENL
stopbits: {57 1147

1: 1bit fF1kA7

2: 1.5 bit fFikA7

3: 2bit {F1EAL
parity: K7

0: None

1: Odd

2: Even
TERE PB %741 A X #F baudrate
TB %41 A 3HF baudrate

2.10 AT+OTA EE&H KIS

AT+0OTA

ik FFUG— K OTA FH4
R TR, R oK REERBIMTE R, FHFAFRFGRS, F
GGG SRR, FEUIE T

M OK

PN

AT+OTA?

Wk | i ot B

ZEANE, KRETF AT REY B % 17 7 3k 58 i
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Mg N +0TA:<Mode>,<Host_name>,<Port>,<Route>
OK
[PIRERIR S % BB SR
AN/

AT+0TA=<Mode>,<Host_name>,<Port><Route>

E1:9 WHE OTA fHKSHL

ZH Mode: F#J75
1: HTTP
2: HTTPS

Host_name: HRk%5 #3484
Port: JIR 5548 v 15
Route: & [ & Z I HL L

M J9Z oK

AN

HELP 1 ) H IR (5 S

My [ | Firmware OTA

3. 10 =484

3.1 AT+SYSIOMAP ZEifjski% & 10 &R

AT+SYSIOMAP?
ik i 10 BRI R R R

e . +SYSIOMAP:PinNumber:<PinNumber>,PinMap:<pinl>,<pin2>,...,<pinN>
[/RENH
PinNumber: 7~ 4 HiT WL 38 — 345 JUZH AR

N #AT+SYSIOMAP?

+SYSIOMAP:PinNumber:6,PinMap:NC,5,20,NC,15,NC

OK

AT+SYSIOMAP=<PinNumber>,<pinl>,<pin2>,...,<pinN>

i W 10 BRI R &

S8 pinNumber: % B 1] 10 24

pinxx: 12 10 51 (AL EART SRR, SRS A 1 JF6 ) XF Bt
F 5| g5 (17254, X MR v F M 5] g S Rk AT LL)

T SRS ZH AT 0 NS v 5| OB Dl NC

M) ] OK
N #AT+SYSIOMAP=4,3,5NC,1
OK
EA RS S X
ZEANE, KRETF AT REY B % 18 T 3t 58 W
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—IHE 4410 BB C R

FEZH IR 15 5] e NS 1) 3 5 5] s

T2 2 5 5] e NS 7 1) 5 5 5] s

B 3 5 51 I A E R RS 8 25 AR 1B AT $8 445
T 1) 4 5 51X RLE R ) 15 5] 1

HELP H1 ) fifiid (5

i ™ | Query and set 10 map

3.2 AT+SYSGPIOWRITE i& & GPIO i B F

AT+SYSGPIOWRITE=<pin>,<level>
i WHE GPIO Fit BT, PN 1 BN g, BT 0 BRIN R
ZH pin: 4110 515 (AL EAUREHER, S5 M 1 IHE)
level:
0: fKHF
1: mrF
M [/ OK
AN/
HELP H1 ) fifiid (5
] J3 | Set GPIO out level

3.3 AT+SYSGPIOREAD i%El GPIO B

AT+SYSGPIOREAD=<pin>

i BLHL GPIO HI°F, EBRIATES
ZH pin: 4110 515 (B EAUREHER, S5 M 1 IF6E)
e W7 +SYSGPIOREAD:<pin>,<level>

OK

RS F- B

pin: 1541 10 51 (MWAELZLA EMAWH4FEEE, 515 M 1 FF8)
level: {52 H) 2 ) H ~F

0: fKHF
1: mrF
NI
AT+SYSGPIOREAD=?
] J3 Get GPIO level
NI

3.4 AT+PWMCFG ECE PWM Th&E

| AT+PWMCFG=<pin>,<cycle>,<duty>
BAEFANE, RETF WA/ 8] % 19 7 3t 58 1T
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i Bt & PWM ThfE

HER Ai-WB2 RFIH—IL4 5 B PWM, [E] I T J3 B0 003 0 51 BT 10
X s BURANREEE, BN R efH — /MR, BlinwE 17 101/2/6 S2br A4 102/6
ARG, 101 #5106 i T

ZH pin: FBIEL E S| IWBLH A B A 5 HE, A 1 JT4R)
cycle:pwm 1
duty: &z LA

M J97 oK

Nl

HELP 1 HIR (5 &

M J8Z Set PWM config

&E LIRS BB M HALE S A8, MRS BRI E R TR
ANIF], Gn SEAERE B AT DA 2 BRI L N HERE A AT+PWMCFGS % &, X /M5
L HE S BAEA R E R SRR — B FS F AT RE A7/ L us 1)
Z5)

3.5 AT+PWMCFGS fi2 8 PWM IhfE

AT+PWMCFGS=<pin>,<cycle>,<duty>

Eiiipay

Vay=3 %% AT+PWMCFG Bt B PWM ThEE thit = FH I

ZH pin: B EI S| ML A BT A £, A1 FFER)
cycle:pwm JEHA, AL us
duty: B4 07100 Fon 2 HIHE b

M) S oK

AN

HELP Hh 4R A5 5

M J8Z | Set PWM config

3.6 AT+PWMSTOP X%F] PWM IhgE

AT+PWMSTOP=<pin>

i K PWM Thfig

S pin: BELER) S IMREALE EAIFARI -, A 1 JT4R)

M 87 oK

7~
HELP H IR (R B
My [ | Stop PWM function
%, RGN ABY % 20 71 3k 58 Wi
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3.7 AT+PWMDUTYSET E [ PWM HZtt

Combo Fi2H il i $54

AT+PWMDUTYSET=<pin>,<duty>

i SRR E S Pwm (52 H

ZH pin: BIEL E S| I A B AR EHHEY, A 1 FF4R)
duty: HaECRFE], FAAL us

M [ OK

il

HELP 1 )itk 5 B

WIS | Update PWM duty

3.8 AT+PWMDUTYSETS ¥ PWM H23tt

AT+PWMDUTYSETS=<pin>,<duty>

i SRR E S Pwm (52 H

ZH pin: B EI S| ML A B AT AR EHHET, A 1 FFER)
duty: %% 0~100 Ko 52 HLEE 4 H

M [ OK

il

HELP 1 )itk 5 B

iR | Update PWM duty

4. WIFI 84

4.1 Bk

4.1.1 AT+WMODE E# % E WIFI T/EEZR

AT+WMODE?

ik | A WiFl TYERE R

MmN, | +WMODE:<MODE>
oK

N

AT+WMODE=<MODE>,<save_flash>

ik | %E WIFI TAEEE

Z¥ | MODE:WiFi TA/ERZ

B, R GV R B

21 71 3k 58 Wi
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RYIUEAEE K ] wifi
STA
AP

3: AP+STA
save_flash:

0: AfRfEZ flash

1: PRA7E] flash
W% | OK
NI
R | IS RV(BW16/BWLS) U1 R IT 5 2 Fh o4k KA 75 E 4 I8 € 7 T 5

WIRTF S AP+STA+IE F =4, Bk# AP+STA JRZ4#30, BT AP, RJGER

STA FIE 7 (W5 27 A STA T 56 J5 VA 223K, H2 A Zi5E T AP)
HELP 1 IR (5 S
M [ | Query an set WIFI mode

N = O

4.1.2 AT+WSCAN 3 WIFI 7| %

AT+WSCAN?

R | =4 Wik 51

M. | +WSCAN:index SSID,CH,SECURITY,RSSI,BSSID
<index> <SSID>,<CH>,<SECURITY>,<RSSI>,<BSSID>

7~ | AT+WSCAN

+WSCAN:index SSID,CH,SECURITY,RSSI,BSSID

1 loT-Connect,9,WPA/WPA2 Mixed,-19,cc:81:da:1f:45:80

2 loT-Connect_5G,44,WPA/WPA2 Mixed,-30,cc:81:da:1f:45:88
3 super_2G,1,WPA/WPA2 AES,-32,54:75:95:4f:74:5e

4 guo123,11,WPA/WPA2 AES,-34,cc:08:fb:eb:f1:28

5 super_5G,157, WPA/WPA2 AES,-38,54:75:95:4f.74:60

6 aiot@xuhongv,3,WPA/WPA2 Mixed,-41,d8:c8:€9:05:c4:d8

7 MR4519,1,WPA/WPA2 AES,-43,94:d9:b3:20:3f.7f

8 HAP_D96015182,11,WPA2 AES,-44,ec:9c:32:2e:e6:13

9 aiot@xuhongv_5G,36,WPA/WPA2 Mixed,-44,d8:c8:€9:05:c4:e0
10 Aithinker-Visitor1,11,WPA/WPA2 AES,-45,6c:e8:73:aa:2b:e0
11 RAK7258 1A77,6,0pen,-46,ac:1f:09:05:1a:77

12 FAE@Seahi,6,WPA/WPA2 AES,-46,b8:f8:83:0d:9e:2a

13 AIOT@FAE,1,WPA/WPA2 Mixed,-47,9¢:9d:7e:59:3e:83

14 zifeng,6,WPA/WPA2 Mixed,-48,ec:41:18:4f:fe:d5

15 B&T,1,WPA/WPA2 Mixed,-50,f8:8¢c:21:b4:4a:38

16 123456789,11,WPA2 AES,-50,2a:3a:4d:88:7e:51

17 AXK,11,WPA/WPA2 Mixed,-50,80:8f:1d:b5:ab:b1

L%, K&V T AR/ i 9 22 B 3t 58 T
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18 xiaomi,11,WPA/WPA2 Mixed,-56,28:6¢:07:3¢:49:0d

19 MR4519_5G,149,WPA/WPA2 AES,-56,94:d9:b3:20:3f:81
20 B&T,48,WPA/WPA2 Mixed,-58,f8:8c:21:b4:4a:39

21 ChinaNet-HHZm,2,WPA/WPA2 AES,-59,48:a0:f8:46:b2:bd
22 aiDM_LB02K_E7DD,6,0pen,-60,3c:71:bf:18:e7:dd

23 MEETING,149,WPA/WPA2 Mixed,-62,ee:26:ca:94:c5:e8
24 Aithinker-Visitor3,6,WPA/WPA2 Mixed,-63,bc:d1:77:4a:b1:56
25 xiaomi, 157, WPA/WPA2 Mixed,-64,28:6¢:07:3c:49:0e

26 PADS 9.5,13, WPA/WPA2 AES,-65,38:3e:5b:0d:b3:5¢

27 PADS 9.5,56,WPA/WPA2 AES,-66,3a:3e:5b:8d:b3:5¢

28 ChinaNet-4tcm,1,WPA/WPA2 Mixed,-67,f0:92:b4:84:d2:al
29 LIU5,153,WPA/WPA2 Mixed,-68,00:90:4c:32:64:d2

30 ChinaNet-JuME,11,WPA/WPA2 AES,-69,6c:38:45:75:66:5d
31 ChinaNet-uL5X,1,WPA/WPA2 Mixed,-71,ca:50:e9:8b:5a:0c

OK
#

N

HELP A iR {5 B

WIRE | Scan WIFI list

AT+WSCAN=[<ssid>,<mac>,<channel>,<rssi>]

Lo

I JES B AT WIFI $34

ZH

Tl
1, NTREBESH
2, L AT+WSCANOPT 4 &1HH .

ssid: FAHH4E E [ SSID

mac: AR E 1) mac Hidik

channel: FAHFE € 1)HIE 5

rssi: I JEHAE TOREART rssi ZEUEM AP, Hf7: dBm, BRIME: -100, JEH:
[-100,40]

M 3

+WSCAN:index SSID,CH,SECURITY,RSSI,BSSID
<index> <SSID>,<CH>,<SECURITY>,<RSSI>,<BSSID>

Nl

AT+WSCAN=AXK

+WSCAN:index,SSID,CH,SECURITY,RSSI,BSSID
1,AXK,149,WPA/WPA2 Mixed,-50,f8:8c:21:b4:40:22
2,AXK,48, WPA/WPA2 Mixed,-57,f8:8c:21:b4:4a:39
3,AXK,161,WPA/WPA2 Mixed,-75,f8:8¢c:21:b4:3f:62
4,AXK,157, WPA/WPA2 Mixed,-84,f8:8¢:21:b4:2d:89

OK

ZEANE, KRETF AT REY B # 23 T 4t 58

'~

7
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4.1.3 AT+WSDHCP E#E{ X E STA i3\ T DHCP &%

AT+WSDHCP?

iR | 2l STA UK DHCP & B (15 B & 47 3 flash)
R | +WSDHCP:<MODE>[,<IP>,<MASK>,<GATEWAY>]
oK

™Gl | #AT+WSDHCP?

+WSDHCP:0,192.168.31.199,255.255.255.0,192.168.31.1
AT+WSDHCP=<MODE>[,<IP>,<MASK>,<GATEWAY>]
A | WE STA 1R DHCP 4
Z¥ | MODE: P FREU
0: Z5H] DHCP, fEHERE 1P
1: f#iH] DHCP 3KHL 1P
IP: R 1P Mk, S P FRERE
MASK: ¥ P HERS, B2 1P I R IR E
GATEWAY:MK, B4 IP N 7 i E
M. | OK
| JJRCEFRS 1P
#AT+WSDHCP=0,192.168.31.199,255.255.255.0,192.168.31.1

OK

HELP A iR {5 B

M) J3 | Query and set STA DHCP

4.1.4 AT+WIAP ZEH: AP

AT+WIAP?

ik | A wifi B 20X ABEAE SRR 2 RS, AR EE SR AT i B AE)

Ma . | +WJIAP:<status>,<ssid>,<pwd>,<bssid>,<Security>,<MAC>,<ch>,<IP>,<gateway>
Client Num: <client number>  //% P i iE 808 (XN 75 BT /8 AP Ja & i) 45 1A
i, 5 AT R R)
Client <id> MAC:<xXX:XX:xx:xx:xx:xx>  //% '3 id A1 MAC Huhik (/N5 7 B 570 F& ) (iX 4>
TEITE AP JEE WSS RA MR, 0] A M ET iR)
OK
SN
status: EFRRAS
0: WAHIER wifi( Wl RAEDE STA XK A T E)
1: BRI wifi B wifi HIE
2: JERET wifi, BRI P
3: EREE wifi, JEH AW T P

%, RGN ABY % 24 T 3k 58 Wi
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4 wifi BRI GBS T B RHOE BT IE BRI RE)
ssidv bssid. pwd: Z% % B SR
Security: % J7 =\

Open //JTTRM 45

WEP

WPA TKIP

WPA AES

WPA Mixed

WPA2 AES

WPA2 TKIP

WPA2 Mixed

WPA/WPA2 TKIP

WPA/WPA2 AES

WPA/WPA2 Mixed

WPA2 Enterprise

WPA/WPA2 Enterprise

WPA3-ASE AES

UnknownType //ARE1ZETY
MAC: wifi 1541 MAC Mtk (/NS F45F, B 550 F)
ch: EEEIE
IP: AL IP(T 5% 20)
gateway: MIHBIE(S /0 #%5R)

N/
AT+WIJAP=<ssid>,<pwd>[,<bssid>]

iR | R AP

ZH | ssid: EFET) AP [ SSID

pwd: EHED

bssid: ) AP ) mac Hulik, /N5 16 3%, FHE S0 AE N2 AN E 4 SSID 7] L
1§ ] bssid [X %) eg:94:c9:60:12:34:56)

N | OK
| #AT+WIAP=super_2G,123456798
OK

HELP H I3 IA(E B
WiR: | Join AP

4.1.5 AT+WAUTOCONN _| B HZhE % wifi

AT+WAUTOCONN?

iR | S E LA shER TR

Wi | +WAUTOCONN:<status> //0: ASHZNER:, 1 HZNER
OK

R~

ZEANE, KRETF AT REY B % 25 7 3k 58 Wi
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AT+WAUTOCONN=<status>[,<ssid>,<pwd>,[<bssid>]]
i | fRe/AEH B EERE D AR

24y | status

ks
0: 2=

1: fHfE
ssid: JEHE AP 1) SSID
pwd: FEHZE Y
bssid: 1) AP (1) mac Hudik, /N5 16 @], HES2MR(CYHE 2 AE % ssID I L
i FH bssid [X 4 eg:94:c9:60:12:34:56)
e IR IRE N wifi BoA N EEH TR A, BMEE R RS AsiRE N L
B ER, —MEUEH ATTWIAP E B R T, WIEEESE R LiIRE HHEH
AT+WAUTOCONN=1 B H3ER:, MR BEERTFEEERE
M J%; | OK
| P ERERE R wifi (5 B E N e E s R
AT+WAUTOCONN=1
//URAT- SSID A RSy 1 H 2 B 45 B
AT+WAUTOCONN=1,test01,12345678
//RAT- SSID A RSy 1 H H 2 B 45 B
AT+WAUTOCONN=1,test01,12345678,94:¢9:60:12:34:56
AT+WAUTOCONN=?
My [ | Set WIFI auto connect

4.1.6 AT+WAPDHCP E#HE % B AP I\ T DHCP =%

AT+WAPDHCP?

Hid | #if AP Bz DHCP BB (15 B &R 47 3 flash)

M. | +WAPDHCP:<MODE>[,<start_ip>,<end_ip>,<GATEWAY>]
OK

N/
AT+WAPDHCP=<MODE> <start_ip>,<end_ip>,<GATEWAY>
A | B AP U T DHCP 244
2% | MODE:

0: Z5H DHCP

1: f§ifE DHCP
start_ip: DHCP #2iaHhll. eg: 192.168.43.100
end_ip: DHCP il eg: 192.168.43.200
GATEWAY: % 5% IP(ffi il DHCP B A4H 1P 3t 2 X 25 IP), ffifE DHCP I T % & . eg:
192.168.43.1
M. | OK
Nl
AT+WAPDHCP=?
Wi | Query and set AP DHCP
oK

ZEANE, KRETF AT REY B % 26 U1 3k 58 Wi
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B

4.1.7 AT+WAP B EL X B AP R WiFi 2%

AT+WAP?
iR | Bl AP ZHUE B (XA 2 A IRE R S JRES, AR BRI B E)
Ma . | +WAP:<ssid>,<pwd>,<security>,<channel>,<max conn>,<ssid
hidden>,<mac>,<IP>,<Gateway>
OK
VILLINE o
Security: M, S% AT+WIAP 54
Mac: B E AP # U~ MAC Huhik
IP: BELHH O IP( 2 4% )
Gateway: MK IP(/5 7045 20)
Nl
AT+WAP=<ssid>,<pwd>,<channel>,<max conn>,<ssid hidden>
ik | WE AP 3
SR | ssid: wifi ZFK
pwd: wifi Z05, ZS R H RN L
channel: {5i&
max conn: B KEFZHE (S BRINE 3)
ssid hidden: & 75K SSID, 0 AFEjR, 1 B
Wi B | OK
AN/
HELP H1 ) $ifiid (5 B

M | Query and set AP config

4.1.8 AT+PING HE{T Ping ¥:4E

AT+PING=<addr>[,<count>]

ik | BT ping BAE

Z¥ | addr: 1P B{F 4

count: ping XE, ERIL 31X, loop FKix—H ping AR [BI (I A g 55 15E2H)

MR | /)
+PING:<time>
OK

JIENL
+PING:TIMEOUT

ERROR

/R IEE ik

K&V A B/ H

1t

27 U 3k 58 Wi
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time: T LERS

N

HELP A A5 B

] J3 | Ping test

4.1.9 AT+CIPSTAMAC_DEF ZE#FIfZI{ wifi station MAC itk

AT+CIPSTAMAC_DEF

j#iik | [7) AT+CIPSTAMAC_DEF?

AT+CIPSTAMAC_DEF?

R | A wifi staion [ MAC Hihl:

iR, | +CIPSTAMAC_DEF:<MAC> //MAC %3\ 84f3ebdd9e63(/INE TE 43 )
OK

2N

AT+CIPSTAMAC_DEF=<MAC>

iR | WE wifi station ) MAC Hiuht CETES AN RE)

ZH | MAC: B E ) MAC Hitik, MAC #20 84f3ebdd9e63(/N5 T5 43 )
M%7 | OK

i

HELP F I IA(E B

My [ | Query and set WIFI station MAC

4.1.10 AT+WCOUNTRY E# B % B WiFi E x5

AT+WCOUNTRY?
R | AEE N E K
MR | +WCOUNTRY:<country_code>

OK

o

AT+WCOUNTRY=<country_code>

ik | BB E R (E ) AR
ZH0 | country_code: [E KNG

0:

00 N OO L1 B W N

[/ATE e E KA, {4 SDK BRIAAC &
P HA
AS 3 J& % BT
CA &K
us £H
CN F1[H
HK [ 7
TW HHE &
MO H ]

., RSV AR

% 28 U 3k 58 Wi
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9: IL AtA %]
10: SG Hhnik
11: KR 5 [H
12: TR LHIH
13: AU M H)E
14: ZA F5IE
15: BR 274

W% | OK

NI

HELP IR (5 B

] J8 | Query and set WIFI country code

4.1.11 AT+WCONFIG F/g /3= I FHLEC M

AT+WCONFIG?
ik | ERERRA
M. | +WCONFIG:<status>
OK
N
AT+WCONFIG=<status>[,<name>]
iR | WEFHPPIRES
ZH | status:
0: KM FHLEMAES
Lo JFJE— K wifi T 0 (P50 09 B 2 /C X AR N 2 1 303 [ 5% DR 2 )
2: JFJE — R 2 TC 9 (5T ) s D/ X AR B 2 1 33 [ 56 PR A )
3: JFJH—1K AirKiss it/
name:
XA R F R H o SCRC T FE ZFR I, AT esp BluFi WM HRFZZS 3L
[z
BW16
1: % % Simple Config
2: Jii52 WiFi Config
Ai-WB2
1: wifi B/ (esp touch)
2: WM (esp BluFi)
3: M AirKiss Fic /9
Wi | OK
AN
HELP IR (5 &
M J8Z | Query and set WIFI config

SN, R VR T

29 U 3k 58 Wi
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4.1.12 AT+WSCANOPT ik WIFI H# ER~E R

AT+WSCANOPT?

iR | EIHRERN WIFI B ERER
WiR, | +WSCANOPT:<option>

oK

5l | AT+WSCANOPT?

+WSCANOPT:Oxff

OK

AT+WSCANOPT=<option>

x| BWEK WIFL AR ERE R

Z4 | option: WIFI F#ig5 R 2B ER L NS4, BOME: OxFF, WEIEA bit N 1, E
AR REZEL, W 0, WIS EIRXT N 240 option A FIFEA T2 (16 HEHI oxxy 1)
B 10 #EHIFTERD .

*  bit0: BEHEER <ssid>

e bitl: EHFER <channel>
e bit2: ETT BN <security>
*  bit3: ETTIEAN <rssi>

e bitd: EHIER <MAC>

M | +WSCANOPT:<option>
oK
45| AT#+WSCANOPT=15

+WSCANOPT:0x0f
OK

AT+WSCANOPT=0x0f

+WSCANOPT:0x0f
OK

4.1.13 AT+WRSSI &E# wifi £5 535

AT+WRSSI or AT+WRSSI?

ik | il wifi G SR
MR | +WRSSI :<rssi>

OK

N | AT+WRSSI

ZEANE, KRETF AT REY B % 30 7 3k 58 Wi
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+WSCANOPT:-50
OK

4.2 TCP-IP 5%

4.2.1 +EVENT:SocketDown iEiT socket KiZ¥IE

+EVENT:SocketDown,<ConlD>,<length>[,<date>]

ik | XA URC s HidE, RosleE T SOCKET K% 1R

ZH | ConID: fI%E SOCKET %% f5 3R HX 2 () 742 ID(VF B TCPServer W& ToiE N R Bt ,
HEELR R i %32 31 TCPServer J&5 81 (1) seed A REMC R 162045 ; UDP Client R BE R I%
Bl , BANTT DL )

length: I 21 1505 K

date: IR socket & F AN ELHUBL S, B HE 2 BT EL, RS BUR B R A
FIENEHE, 75 23 shis A v] AR

ol

4.2.2 +EVENT:SocketSeed 4 TCPServer WS 2T & 2 1 BH&
SFTENZ

+EVENT:SocketSeed,<seed ConlD>,<server ConID>

R | XANJE URC EBNHEAR, 4 tep server FEFE BIHT A 5 b (1 5 23 W0 303 &

ZH | seed ConID: FTIEFZNIE P %2 ¥) ConlD)
server ConID: 1X/ME1H] seed ConID X M. [ server 4[] ConlD

Pl | #+Seed:2,

4.2.3 AT+SOCKET £ socket JE#:

AT+SOCKET

jihik | [ AT+SOCKET?

AT+SOCKET?

A | A E LR socket HEHLE B

ﬂ['rﬂﬂ\i <ConlID>,<type>,<status>,<remote host>,<remote port>,<local port>,<server ConID>
OK

[ VE

Type:

1: UDPServer

%, RGN ABY % 31 71 3k 58 Wi
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2: UDPClient
3: TCPServer
4: TCPClient
5: TCPSeed(AHh @) i) TCPServer, £ HAthH /' tepclient & L G2
—/|> TCPSeed)
6: SSLServer
7: SSLClient
8: SSLSeed(f %5 /7 v AL 1Y) ssl server B = A=k 2> 6] i — 4> SSLSeed)

1: Connected

2: Disconnect

3: Connecting

4: ConnectFail
remote host: client R KR AL, server B R E
remote port: client B IERE IR I, server iR AWK E, WorERIAME-1
local port: server Bz /R R RIS W5 1, client BB RIEE, BRBIME-L
server ConlD: type 4 TCPSeed M fi%ixX > K /R 1% IE 2 & M tep server A&,
H'¥ type BRA 21

N

AT+SOCKET=<type>[,<remote host>],<port>[,<keep alive>,<conlID>]

i

B — socket EHE

ZH

type: socket Z5#Y
UDPServer
UDPClient
TCPServer
TCPClient

5: TCPSeed(5f72RAY, ANATH, XANKALRAER i 22 2 tep server I
PR, ok E N AE)

6: SSLServer

7: SSLClient

8: SSLSeed((HA7 2R, AnJH, IXARMRIER P umiEdL A ssl server B =
R, LB AIE)
remote host: 4 type N i R ML SO bk, R 75 EIERZ MRS 48 1384
B 1P, server FIRHEAF % B (B %k, eg: AT+SOCKET=3,10086)
port: 4 type R P i (1IN R 7 B FE () IR 55 4 11w 115, type A IR 55 i PR B {1
TR ANHY server FE B I T B i 1 5
keep alive: TCP keep-alive [A][%, 0 F/R"ZEH, 1~7200 KK EFE, A FH(TRE
TiRE, B EA L)
conlD: fi&EFTIEHL ) ConID

A W N -

M 37

connect success ConlD=<ConID>
OK

Nl

/18 A G 2 tep client 4%
J/EF 1P A% tep client R

HELP H IR (R B

%, RGN ABY % 32 7 3k 58 Wi

FHYS . B&T-QR-RF-032 fRA: A0 fRAEMIRR: 54



LA a Rl Combo HZH 3 1454
Ai-Thinker

e W7 | Create socket |

4.2.4 AT+SOCKETSEND J&jiT socket K iZEHIE (K HIEHER)

AT+SOCKETSEND=<ConlID>,<length>

IR | AR EERERIREIE, SR PUTREESERE TR A ST 5, B
FF5 JEn] LR G S N R 1 (T DU AR R s, AR e B M), 48
length ™75 BRI 5 mh 2x 0 1R U, TR AR I3 (n SRAK B8 ik o0, i R K P 24 il
2004, BB 1024 0 5 X HAREAT 0 6)

R AT UK S KRR K 2 0), JF Bl URWUE R 755
ZH | ConID: % SOCKET 2 5 3K BN B 1 1%EHz ID(JE R TCPServer HIEE VLKL, R
25 P i iR B TCPServer J5 B seed 4 RE R IEEHE ; UDP server A ZI5GUR 3%
P B A T LIS, RIEXT BN — IR RN BRI %)

length: ZLRIERIHARKE

BAAT 58 B Ja 2 Wom — N> IR AT 5 J5 AT BLIF 46 %0 N R0 I 480408 (7T LSRN
fERE HEX E0dl, ABRFRFER), 4303 length DNEHE J5 IH 46 Kk R

Wi ¥ | OK

7~ | AT+SOCKETSEND=1,3

>123

OK

HELP 13k (5 5

] J3 | Socket send data

4.2.5 AT+SOCKETSENDLINE ifiJ socket & i%¥E (BITHR)

AT+SOCKETSENDLINE=<ConID>,<length>,<data>

i | e e R IR R

Ryt BT HBONE R, HRKEZMR(—% AT ISR KKEAR), mRE
FER 17 5 SR A S SHE KR, WRSE A XG5 N 7
ZH | ConID: % SOCKET 2 5 3K BN B 1 1%EHz ID(JE R TCPServer HIEE VA RIE, R
Yh R i 2 B TCPServer Jo Y seed A RE K IEEHE; UDP server L AUE IR E %
FrmBE A v PARIE, RIENZ NG — RIS BRI %)

length: ZLRIERIHARKE

data: ERIEHEHE

Wi ¥ | OK

NI
HELP H1 )itk (5 B

M) J3 | Socket send data in one line

HAHLE, KEWUAET B % 33 7 3k 58 Wi
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4.2.6 AT+SOCKETREAD M\ socket iZEU i iE

AT+SOCKETREAD=<ConID>

IR | AR E R B

TR B g e B ), — i B — R e

ZHy | ConID: G SOCKET HEH 5 3KIUH (3% 4z ID(E R TCPServer [RERTTEWCRK HE
HAES % P i 82 81 TCPServer J5 2211 seed 4 REIN AR IEEHHE ; UDP Client 75 256 &
E— R 2 J5 server Bk BRI A8 Hh (1) 35 114 0T BLA] % upd client & I5%R)

Ma . | +SOCKETREAD:<ConlD>,<len>,<data>

OK

1l
HELP IR fE B
M | Socket read data

4.2.7 AT+SOCKETDEL &35 %€ socket &

AT+SOCKETDEL=<ConID>

iR | MIBRTEE socket iEH:

R seed FINRR i KL, server TLiLEE %, FrLL seed Wit 5 75 BT Bl B
T (P o 32 22 I e A8 ) 0 0 2 40 )

240 | ConID: EMIBRAIIZERE 1D

M. | OK
A5 | #AT+SOCKETDEL=9
OK

HELP IR (5 B
e 7 | Delete socket

4.2.8 AT+SOCKETRECVCFG ¥t & socket i,

AT+SOCKETRECVCFG=<mode>

iR | E socket FEYSCHHE FIFT B

Z4 | mode:

0: M ah B A (BRIN), &8 F iR Bl s TR R R
+EVENT:SocketDown,<ConlID>,<length> AT ENE#E P 2%

1. FEEA, BT IR socket HHE B H2K Wi 20 1) B4 DLan T kg AT ED
+EVENT:SocketDown,<ConID>,<length>,<date>

WS | OK

Nl
HELP Hh 4R (5 5

M J8Z | Set socket recive mode

A5 LB, R VAR A 34 UL L 58 I
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4.2.9 AT+SOCKETTT #E socket iZfEHIR,

AT+SOCKETTT
i3 BEN SOCKET & fE 55
#%VE: UDP server BRIAHIZE AL G 55— CGHAE Y client 25 7 by
M J8Z > JMRBIRANRRELITE T, ATRASOREARE T
oK  //EHAN=AIN52BHAERL, EEIRHEFFTEN\ANOK\\n
HVE HENFAEARL A 006 2 LN AT — AN %A
MATA — A client EF(EIT client % 1%)
A —A> server Fl— seed 422 (1 DLl IS % P i iE AR 4 server JE = A2 1)
seed &L, ZEA DTN, TiLEZIHEN)
A —> UDPClient
A —A> UDPServer(7E &, EEBINAEAEH UDP server, BRILEFERT R
S — AT client iy, G0 FAG HARE R R R 1 IE(E T e T 8BS SLE %
XT 5 H )
BN+++ 5] DOR AR, N AT 4548
AN #AT+WJAP=test, 123456789 //i%H: wifi

oK

HAT+SOCKET=4,192.168.31.98,18  //fI& tcp client

connect success ConID=1

oK

HAT+SOCKETTT  //#E NiE A5

>send to module //BEH RIERIEHE &AL B B b, B b RKIEREE S ELRIAR

Hy
OK  //ZM NIELER =M J5 18 i A A0
#

AT+SOCKETTT=UDPServerTTMode
E1:1%) W HE UDP server BB IFHE NEAE A, M B LAR R A —4> ubp
server it NiEAERE T2 A B R

S8 UDPServerTTMode: 1% B UDP server i fEH
0: ABEIEAEXT G 8 N — BRI & by, 52808 HAR R 7 il (s A &
Ci AR A X

2: EEXN R RIBBEOR)E — KIEME % i
M > JMREIRANFRORIBALTTR T, WO EHE T
OK  //ESA=AINT ZIBHEME, BEHEIE HFATEN\ANOK\An

ZNA
HELP IR (5 5
Eliip | Start socket transparent transmission
AHLE, RETFITANEY 45 35 71 4L 58 T
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4.2.10 AT+SOCKETAUTOTT H Bl socket iB/EELE

AT+SOCKETAUTOTT

jiiik | [ AT+SOCKETAUTOTT?

AT+SOCKETAUTOTT?

EjLipa

Al 21T H 3SR EEE

M 3

+SOCKETAUTOTT:<type>,<remote host>,<remote port>
OK
[IRESTENE
Type:
25 H Btk N s
H 233k N\ UDPServer i & 15 24
H 3hit N UDPClient 3% f£ 53
G EA, ANETH
H 33k TCPClient i 1K
HARAL, AT
HARA, AT
H3hHEN SSLClient B £
8: HARA, AnTH
remote host: client B AGERE ML FEHLL, server B R E
remote port: client 1 FERE (LR 1, server R AW HE, ERERIAME-1
local port: server 0 B H 2 A H WS Wi 1, client IS R W E, BRERIME-1
server ConlD: type N TCPSeed M {5 iX K 7n 1% % #2 2& MW tep server G /Y,
HE type BRAE-1

N o o W N R O

o

AT+SOCKETAUTOTT=<type>[,<remote host>],<port>

Eitpo

BIEEXT M. socket EH: 5 H ahdt NiZE L

ZIEA W E G T B RS AT+WAUTOCONN 15 [, Bt & 56 e B A4 %%

b HL 5 E iR wifi (AT+WAUTOCONN fit &)

Wifi 2 5 B sl 81 socket 4%, socket A& I 5 H it Nig B A (A48

LWE)D

type: socket 37
A% A sk N ALK
HzhH3E N\ UDPServer i EH
E #hE N UDPClient i f£ #5534,
AR, ANATH
H &\ TCPClient i &R
AR, ANETH
AR, AT
H &) SSLClient iB LR
8: AR, AFTH
remote host: 4 type N P i I HE IS HCN A IR, KR 7 B 1R 55 #4313k 44
B 1P, server MIHEAH ¥ B (Bhid 1% 240, eg:AT+SOCKETAUTOTT=1,10086)

N o o B WN R O

%, RGN ABY % 36 U1 3k 58 Wi
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port: 24 type N P i R % KR B IEFE IO AR 55 3 13 115, type S AR 55 i 4] A A%
FoRAH server 75 B W um H 5

W% | OK
A | AT+SOCKETAUTOTT=4,www.baidu.com,80
HELP H [ HE IR A5 5

] J8 | Set socket auto transparent transmission

4.2.11 AT+SSLCRET ZX#I I E SsLiEH

AT+SSLCRET=<type>[,<length>]
ik | AR E SSLIET
HE—ANSHWBHFER R E W LaT R ERE B NS, B E R R 725
BiEH
WEF 2 P A INEGE, B 3138
S0 | type: EAENIE TR
1: CAMRIEF
2: PN
3: B AL
length: IEBKEE, HE X DNSEINEHME R R E RN N EES, GSSHRNEER
INEEBEE R K
Mg B | A
+SSLCRET:<type>,<length>,<ilF- 5 4 75>
oK
WERA
> JREIEANFF SRR U HUEH 1
oK
| wEIE
AT+SSLCRET=1,10
>1234567890
oK
EIET
AT+SSLCRET=1

+SSLCRET:1,10,1234567890
OK

HELP H1 ) $ifiid (5

] J8 | Query and set SSL Cret

ZEANE, KRETF AT REY B % 37 7 3k 58 Wi
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4.3 MQTT {54

4.3.1 AT+MQTT MQTT FFEC B figE s

AT+MQTT
iR | EE: MQTT
VR PUTEEAT T EAREL MQTT 280, R 450 MQTT (45 24 )8 sh BRIk
T EEER (F SURSS 2% B R B S 54 B A 3T 1) i BB )
MR | OK
HE: XBERPERE, BExRoK RERRMQITESES), EHRRESTEET
AT+MQTT? 2 i) B 7 I URC HdlE “+EVENT:MQTT_CONNECT”
| AT+MQTT=1,192.168.202.10 //¥BIH %
OK
#AT+MQTT=2,1883 //¥ B it I 15
OK
#AT+MQTT=3,1 //EEH T
OK
#AT+MQTT=4,client_id //&EH " ID
OK
#AT+MQTT=5,admin //1&#E MQTT H P4
OK
#AT+MQTT=6,public //i&E MQTT %4
OK
HAT+MQTT?  //#1 MQTT JE BRI B 1
+MQTT:0,192.168.202.10,1883,1,client_id,admin,public
OK
HAT+MQTT  //3%EHE MQTT
OK
#
+EVENT:MQTT_CONNECT //MQTT &4 52
AT+MQTT?
ik | &l MQTT S5
MM, | +MQTT:<MQTT _status>,<Host_name>,<Port>,<scheme>,<client_id>,<username>,<passw
ord>,<LWT_topic>,<LWT_qos>,<LWT_Retained>,<LWTpayload>
B, K& AET E % 38 7 3k 58 Wi
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OK
[1PREHEER
MQTT _status: MQTT EFIRE

0: WIHHIRE

1: IEfEER

2: IETEITRITH S

3: BT
Host_name: HRk%5#538 44
Port: FR%5 4% 5
scheme: #E#:77

1: TCP #%$%

2: SSL %R
client_id: MQTT H{ /7 ID
username: MQTT ' %
password: MQTT 15
LWT _topic: i5tWE - @l
LWT_gos: i#UE QOS
LWT_Retained: i#U& retained
LWTpayload: i&tW&EIH 5 A&
Bl | #ATHMQTT?  //E5 ) MQTT 338 FIC 1

+MQTT:0,192.168.202.10,1883,1,client_id,admin,public,LWTTOPIC,0,1,123456

OK

AT+MQTT=<key>,<data>

fiig | %8 marT 24

ER: XREAFM key BEMABTAR, AT ERATZ R EA RS H ik

Hogke
ZH0 | key:
1. WEIEBMIEAL P
2: WERS A S
3: WEERETTA(1: M tep iR 2. T SSL iEHE)
4: WHEZ ) 1D
5: WEM4EmAKE 63 F7)
6: WEFM(EHAKE 63 F)
7 woOB®B O o® g B , % L A

AT+MQTT=7,<LWT_topic>,<LWT_qgos>,<LWT_Retained>,<LWTpayload>
LWT_topic: 38U 3 (/N 75 B 3k L 42 B )
LWT_qos: 1&U& Q0S(0/1/2)

LWT_Retained: i&tVg retained(0/1)
LWTpayload: HtHEIH & A&

data: WEMNE

Wi | OK

Nl | AT+HMQTT=1,192.168.202.10 //# B4

SR, R AV AR B % 39 7T Jt 58 I
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OK
#AT+MQTT=2,1883 //H B iS5

OK
HAT+MQTT=3,1 // R E &7

OK
H#AT+MQTT=4,client_id //&% &) ID

OK
HAT+MQTT=5,admin //i%E MQTT /4

OK
#AT+MQTT=6,public //% & MQTT %4

OK

OK

#AT+MQTT=7,"LWTTOPIC",0,1,"123456" // ¥ E 151§ & @ LWTTOPIC, qosO, J /i
retained, f1#kH BN 123456; 1 : W SR A BB 0E Y 2 U E N AT+MQTT=7,"",0,0,""

HELP A iR [E B

M) J& | Config and connect MQTT

4.3.2 AT+MQTTPUB K1 MQTT JH E

AT+MQTTPUB=<topic>,<qos>,<Retained>,<payload>

A | KA MQTT HE

ZH | topic: ELRAR A

qos: qos %52¢(0,1,2)

Retained: &5 N Retained JH /5 0 FK/x il IH S 1 &/R Retained JH 5
payload: f1#KJH S

MR | OK

| AT+MQTTPUB=testtopic,1,0,456

OK

HELP A iR (E B

] J& | Publish MQTT message

4.3.3 AT+MQTTPUBRAW KAMIEEEE MQTTHE

AT+MQTTPUBRAW=<topic>,<qos>,<Retained>,<length>

g | i marT B

%, RGN ABY % 40

otk

~ 7N

58

7

'~
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ZH

topic: B R AR

qos: qos %52¢(0,1,2)

Retained: &5 N Retained JH /5 0 FK/x il IH S 1 &/R Retained JH .5
length: B2 %1% KB K &

I

OK

zNl

AT+MQTTPUBRAW-=testtopic,1,0,10  //If] testtopic &% 10 F71 4
> [IWCENIZEAS FAF 2 J5 U N B 2 1 s
oK  //3U ) 10 75 Bl ) il o AR H s (AT LR AT S ), KO e Sy o oK

HELP A iR (E B

M | Publish long MQTT message

4.3.4 AT+MQTTSUB ][5 MQTT JH B

AT+MQTTSUB?

Eiiipa

A C 2] B 3 AU 3RS

I

<status>,<Topic>

OK
[1REHEER
status: 1T RS
0: WIHHHIRE
1o AT (E AT )
2: VT )P (M 2k B e R )
3: TR
Topic: 11 [ 1) 32

ZNl

#AT+MQTTSUB=testtopic0,0

OK
#AT+MQTTSUB=testtopicl,1

OK
#AT+MQTTSUB?

3,testtopicO
3,testtopicl

OK
AT+MQTTSUB=<topic>,<qos>
iR | TP 3
ZH | topic: EET [ 32 @
qos: qos %52%(0,1,2)
Wi 2| OK
W, REWAARY H 9% 41 5 3t 58 T
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ZNl

AT+MQTTSUB=testtopic0,0

OK

HELP A iR [E B

] J& | Subscribe MQTT Topic

4.3.5 AT+MQTTUNSUB EUJHiT 18 mMmQTT &

AT+MQTTUNSUB=<topic>

i | BUHT R A

ZH | topic: ELHUH A3 @
Wi | OK

| AT+MQTTSUB=testtopicO

OK

HELP A iR [E B

] J& | Unsubscribe MQTT Topic

4.4 HTTP 5%

4.4.1 AT+HTTPCLIENTLINE K&i% HTTP/HTTPS iEK(HEITHER)

AT+HTTPCLIENTLINE=<transport_type>,<opt>,<content-type>,<host>,<port>,<path>[,<data>]
A | KGR HTTP 1K
Z¥ | transport_type:
1: HTTP
2: HTTPS
opt:
2: GET
3: POST
content-type: ({¥ POST A%, GET BRI AL, WLMHBERFRE, SHLRIT)
application/x-www-form-urlencoded
application/json
multipart/form-data
text/xml
text/html
host: A% 28142 5% IP(eg:www.baidu.com E# 192.168.1.100)
port: ¥ [1°5 (HTTP B4 {E 80, HTTPS B4 {H 443)
path: HTTP(S)ik4%, Sh&EME “/”
data: 15 K% B HHE
2 opt N GET B IX AN /& # 77 7€ patch 1 {1, #% X & & http #% 20 2R
W, REWAARY H % 42 7 3t 58 1T
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(?keyl=valuel&key2=value2 ...)

24 opt y POST I iX > POST #5417 () F 44
MY | Response length:<len> //response body % #E K &
<response> //3REX ) N B i
OK //5 KBl

AN/
HELP P (i HiR 15 B
M | Initiate an http or https request

4.5 SNTP 3%

4.5.1 AT+SNTPTIME EXif] SNTP B Ja]

AT+SNTPTIME

jiik | [ AT+SNTPTIME?

AT+SNTPTIME?

R | AU SNTP I ]

R SNTP VARG IS, & ZHCP 5 {6 /] AT+SNTPTIMECFG 5 3l, A 5 IS
1B A )R] 2 Ay, RTC I ]

M. | +SNTPTIME:<week> <month> <day> <HH>:<mm>:<ss> <yyyy>

OK

week: 2 Hi[Mon,Tue,Wed,Thu,Fri,Sat,Sun]

month: H #/r[Jan,Feb,Mar,Apr,May,Jun,Jul,Aug,Sep,Oct,Nov,Dec]
day: H

HH: /NE

mm: Zr4f

ss: T

yyyy: 4

il | AT+SNTPTIMECFG=1,8//7F i SNTP

oK
AT+SNTPTIME?//[F]25 il 2 5 25 ) B (1]

+SNTPTIME:Wed May 03 10:49:41 2023
OK

HELP th i diid (5 5

M [ | Query SNTP time

4.5.2 AT+SNTPTIMECFG 11 & SNTP B X M AR &5 2%

| AT+SNTPTIMECFG |
25 HLE, R 4V TR 434 A 43 U0 L 58 I
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i | 7] AT+SNTPTIMECFG?

AT+SNTPTIMECFG?

Hik | A SNTP RS IR

M. | +SNTPTIMECFG:<enable>,<timezone>[,<SNTP serverl>,<SNTP server2>,<SNTP server3>]
OK

enable: SNTP RIHTARS G HN; 0 Rigfr: 1isfrH

timezone: Bf[X, HUff-12~+14

SNTP server1/2/3: SNTP IR 554818 4

7~ | AT+SNTPTIMECFG?

+SNTPTIMECFG:1,8,"cn.ntp.org.cn","ntp.sjtu.edu.cn","us.pool.ntp.org"

OK

AT+SNTPTIMECFG=<enable>,<timezone>[,<SNTP serverl>,<SNTP server2>,<SNTP server3>]
R | BE SNTP AiC &

Z4) | enable: SNTP R IRFSIRASEE; 0%H; 1/83)

timezone: X, HUH-12~+14

SNTP serverl/2/3: SNTP Ik 5% #3 3k 44, a0 5 6k & 2K A % B N "cn.ntp.org.cn”,
"ntp.sjtu.edu.cn", "us.pool.ntp.org"

Wi 2| OK

5| AT+SNTPTIMECFG=1,8,cn.ntp.org.cn

OK
HELP 4R (5 5
] J3 | Query and set SNTP config

4.5.3 AT+SNTPINTV E I E SNTP Fill 7t 8] /8] %

AT+SNTPINTV

jiik | [ AT+SNTPINTV?

AT+SNTPINTV?

IR | A SNTP AR S5 FlHr i8] [

M. | +SNTPINTV:<interval second>

(o]'¢

interval second: il #r[a]fE, HALS
5] | AT+SNTPINTV?

+SNTPINTV:3600

OK

AT+SNTPINTV=<interval second>

ik | BE SNTP AR Tl e b

Z4J | interval second: KillFr[aIfG, H47 S, HU{EH 15~4294967
Wi B | OK

s~fil | AT+SNTPINTV=15

HAHLE, KEWUAET B % 44 T 3k 58 T
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OK

HELP A iR [E B

M) J3 | Query and set SNTP refresh interval

5. BLE 514

5.1 &g

5.1.1 AT+BLEMAC &% EMEHIEF MAC ikt

AT+BLEMAC?

iR | BT MAC Hihk

Wi | +BLEMAC:<MAC>
oK

il

AT+BLEMAC=<MAC>

ik | WE T MAC Hidk(E S 5 AR

ZH | MAC: EEREMEF MAC Hiht, /N5 T B8 eg:ab5f8d9ebb01
M. | OK

il

HELP IR (S B

] J& | Query and set BLE MAC

5.1.2 AT+BLEMODE ZE#]fi&% B FHER

AT+BLEMODE?
ik | Al TAERR
WijR | +BLEMODE :<mode>
OK
AN
AT+BLEMODE=<mode>
iR | WEEF TR
e WEBEABEAES AT, W2 EshiEd RELRRBEGEF SHEHE
T
ZH | mode:
0: ML
1: EHUEA
w, REWT WA/ # 5 45 71 4L 58 TN
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2: iBeacon TRz
9: WK
Wi B | OK
NI
R | ISRV (BW16/BW1S) U1 R IT J5 2 Fh o4k R A1 75 Z 4 M5 € 7 T 5

WS TIT B AP+STA+IE F =85, B AP+STA VR Z4Ki=, FEJeIF AP, REEHE
STA FIE 7 (W5 25 A1 STA T2 Ja ¥ H3K, H 22055 T AP)

HELP H IR (5 B

M 3

Query and set BLE mode

TR

PB RFIBIAEIY 0, MALEE K
TB AFEIAEAT 0, MU

5.1.3 AT+BLERFPWR ¥WiF & BB #H K5 ThE

AT+BLERFPWR?
R | AW RS
M. | +BLERFPWR:MAX:<max_power> MIN:<min_power> CURRENT:<cur_power>

OK

//ZHE A

max_power: 4 AR ZH SCRF ) B KR D %
min_power: 4 HIZH SRR WA T /N R A DD
cur_power: qHTEIL B W K ST

N

AT+BLERFPWR=<power>

R | BB RO DR (F AR SRS T I E)

S0 | power: WA R INER, B NER. MAX(ERKRETTHE). MIN(ECNE ST IIE)
Wi ¥ | OK

AN

HELP Hh 4R (5 5

Wi | Query and set BLE RF power

R | PB RFIBRIA T AR D)2 9 i KR D2 10

TB RABRIA S R T Rk R I 10

5.1.4 AT+BLESTATE ZrifjEERE

AT+BLESTATE?
R | ERE A ERRE
M. | + BLESTATE:<status>
OK
ZH | status:
0: KRiEH:
1. iR
W, REWAARY H % 46 7 3t 58 1T
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|

HELP A iR [E B

] J3 | Query BLE connect status

5.1.5 AT+BLEDISCON Wik F &8

AT+BLEDISCON

k| WOt e

M. | OK
AN
HELP A iR (E B

e W7 | Disconnect BLE

5.1.6 AT+BLEMTU ZH R & E MTU

AT+BLEMTU?

ik | BRWET MTU

MR | +BLEMTU:<MTU>
OK

ol

AT+BLEMTU=<mtu>

x| WEHET MTU

ZH | mtu: WEEF K MTU, BUHE 23~250

iR, | OK

N

HELP H I HIA(E B

Wi | Query and set BLE MTU

VERE | PB RAIERIN MTU 2l 23

TB RHIERIA MTU Ky 247

5.1.7 AT+BLESEND [H] ¥ F i&E (51818 K IELHHE

AT+BLESEND=<len>,<data>

fik | M E AL UUID 8 TE Rk

ZH | len: ERIEMEIEKE, AN FIT
data: ELRZEMHIENE, KERS len —3

iR | OK

7~

HELP H IR (S B

My [ | Send by BLE transparent transmission

WK GV R AT K

% 47 T 3k 58 T
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5.1.8 AT+BLESERUUID & #]ERE ¥ & RS UUID

AT+BLESERUUID?

ik | EWETEL RS UUID
mi/ | +BLESERUUID:<UUID>
OK

il
AT+BLESERUUID=<UUID>

R | BB E T ELIRS VUID( VAR SR RS R % B W T 4 FK)

ZH | UUID: 16 F 1T IIRSS ID, TP KA 32 47 eg:00112233445566778899%aabbccddeeff

M. | OK
AN
HELP A iR [E B

My | Query and set BLE TT server UUID
FRE | BN T ARSS UUID:55535343fe7d4ae58fa99fafd205e455

5.1.9 AT+BLETXUUID E#ELi%k B 157 TX UUID

AT+BLETXUUID?

ik | BB AL RS TXRFIERT uUID
Mm% | +BLETXUUID:<UUID>

oK

N
AT+BLETXUUID=<UUID>

ik | BT B IRSS TXRHE VUID(UX SR VAR W S RS T BB T 4 FR)

ZH | UUID: 16 FT MRS ID, FHRFEEKSE 32 17 eg:00112233445566778899aabbccddeeff
W% | OK

NI
HELP 1 ) H IR (5 5

WS | Query and set BLE TX UUID

FERE | BRIA TX UUID:49535343884143f4a8d4ecbe34729bb3
TX XF B (1) 3 R 2% & M NOTIFY

5.1.10 AT+BLERXUUID ZE#jER % B F RX UUID

AT+BLERXUUID?

iR | Wl E T B RS RX FFAE uUID
Mm%, | +BLERXUUID:<UUID>

OK

7~
AT+BLERXUUID=<UUID>

ZEANE, KRETF AT REY B % 48 T 3k 58 Wi
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ik | BB T B RS RX BFE UUID(Y Fo VEAE 5 F R HPIRZS R % B IE T 4 5)

ZH0 | UUID: 16 RIS ID, FRFERKE 32 17 eg:00112233445566778899aabbccddeeff
iR | OK

Al

HELP H IR (5 B

M 3

Query and set BLE RX UUID

TR

2RI\ RX UUID:495353431e4d4bd9ba6123c647249616
RX X B ¥ 5 74 J& V£ WRITE

5.1.11 AT+TRANSENTER 3#E\ 5 FiB L1 R,

AT+TRANSENTER

i BN 1A

M [/ OK

#E N +++ 5 7] DUR B AR, HEN AT 5280
2N

AT+TRANSENTER

Py Start BLE transparent transmission

TR BRONIERE 5 B ik N 154 2

52 M\HIES

5.2.1 +DATA FEHUE T W BT EEEHE

+DATA:<len>,<data>

IR | EHUE RN % AL UUID Gl TE AR R 1 s
ZH | len: WEIMBHRKE, AT
data: WREIMHEIRE N, KER S len —E(
B | IR R AT AN AR, @R S BRI R data 2045
AN

5.2.2 AT+BLENAME % B W F % & Z K

AT+BLENAME?
i | BT AR
M | +BLENAME :<ble name>
OK
AN
B, K& ABY W 49 B 4t 58 Wi
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AT+BLENAME=<ble name>

iR | WEE T WA BRI RVFER T RHIRES T B IE T 4 K)
ERNAFR “ai-thinker”

ZH | ble name: A AFR(UTF-8 #5:K, SR )

Wi B | OK

Nl

HELP 1 )ik 5 B

Wi | Query and set BLE name

HR | RN F &K ai-thinker

5.2.3 AT+BLECONINTV 251 5L % & 15 F &R R

AT+BLECONINTV?

R | BT R R

MR, | +BLECONINTV:<min_interval>< max_interval>,<latency>,< timeout>
OK

Nl

AT+BLECONINTV=<min_interval>,< max_interval><latency>,< timeout>

TR | BB TR A RS (I VAR I R DR S TF )

ZH0 | min_interval: f/NERLEING, BUE 6~3200(3ZFRES [A] /& mininterval*1.25ms, ZRTE
7.5ms~4s)
max_interval: fx KIEHLAING, BUE 6~3200(SEZFRES 6] /& mininterval*1.25ms, ZE3R7E
7.5ms~4s)
Latency: ZERS (AT LABKIE JLIRIEHE), ERTE 07499 2 [A]
Timeout: AR E], HUH 10~3200,EF5 M ] /& Timeout*10ms B} 100ms~32*1000ms
H. Timeout*10>(1+Latency)*max_interval*1.25

Wi | OK

Nl

HELP 1 ) fifiid 5 B

My, | Query and set BLE connect interval

R | PB RIVERIASHL: +BLECONINTV:6,12,0,200
TB #4512k INS%1: +BLECONINTV:8,8,99,400

5.2.4 AT+BLEAUTH Wi B F o X g

AT+BLEAUTH?
A | A RO
iR | +BLEAUTH:<pind>
oK
A
AT+BLEAUTH=<pind>
SR | BRI T R (LR VPR BT PR F T EEE)

%, RGN ABY % 50 7 3k 58 Wi
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S8 | pind: A HBECTES, #E 6 13T eg:123456
2% FH Bic % % DISENABLE

W% | OK
7~
HELP H I HEIAE R

M. | Query and set BLE PIN code
ER | BRAATTE

5.2.5 AT+BLEADVINTV EHER&BE T EEE

AT+BLEADVINTV?

ik | ERET) KA E
MR | +BLEADVINTV:<intv>
OK

NI
AT+BLEADVINTV=<intv>

iR | WE BT /RIS (VR A R RS T HUT R E)

S | <intv>: KRG, SAZEUE N 160~16384, | HEIAIKE A iNtv*0.625ms
M. | OK

AN
HELP 1 ) H IR (S S

Wi | Query and set BLE broadcast time
R | PB ERIAS %L 320

T8 EKIAZ%L 800

5.2.6 AT+BLEADVDATA W ER ik B T #BEIE

AT+BLEADVDATA?

A | AW YETEE NS R

BN R 8 7Y, A 6 FAT NS MAC Hubk+iE IR 45 UUID TS ST
Wi | +BLEADVDATA:<data>

(o]'¢

il
AT+BLEADVDATA=<data>
R | WE )RR A (VR IR R PR T AT ICE)
ZH | data: WE T EIE

(X A 2 7 /% $ B XK hex B, & KK E 32 7 9
eg:00112233445566778899%aabbccddeeff)

MmN, | OK
il
25 HLE, R 4V TR 434 A 51 00 L 58 I
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HELP H AR B
M. | Query and set BLE broadcast data
FER | BN MAC+55e4(F RS uuid BiPUAS), 4. 40154641871855e4

5.2.7 AT+BLEADVEN 57 % BERE ) B fHige

AT+BLEADVEN?

R | AW RRERE
Me . | +BLEADVEN:<status>
OK

il
AT+BLEADVEN=<status>

R | PR R RV WHVIRES T AT B )
ZH | status: 0kM, 13

Wi B | OK

2N
HELP 1 )itk (5 B

Wi | Query and set BLE broadcast status
TR | BRAJTE

5.3 ¥HIES

5.3.1 AT+BLESCAN Wi F EAUEN T KM

AT+BLESCAN

R | W FHER KRR

M. | OK /X BiXAS OK R RRIELS KIEMI) T, HiLhRIF A4 K

Devices Found:id/total //index/total Z&7~ 24 Al 3 2 B0 1 F X 5 W 7 5 MR FE
%R

name:<name> [/ F ZFK, WREE TR N/A

MAC:<MAC> ///NEAINE S

rssi:<rssi>

Devices Found:<id/total>
name:<name>N/A
MAC:<MAC>

rssi:<rssi>

N
HELP H I3 IA(E B

ZEANE, KRETF AT REY B % 52 U 3k 58 Wi
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I

Start BLE scan

TR

PB R BRI (8] 5 B, F4#EIRS 230*0.625 mSec, A4 & 1 160*0.625 mSec
TB AF BN R 2 7, F3H 7] 160*0.625 mSec, 94 & 1 160*0.625 mSec

5.3.2 AT+BLECONNECT ML R —KiEHE

AT+BLECONNECT=<MAC>

Wik | EEAR B (IR VFE R T FHRES R )
HE: XA RRRIOER:, ERRWEAS AEE, EERDERFEASED)
HiE

ZH | MAC: 82 H bR mac Hilik(eg:A4C13812505C)

My | Connecting... ...
oK

N

HELP A A5 B

e W7 | Set BLE connect

5.3.3 AT+BLEAUTOCON B FHLBINEEMIISH

AT+BLEAUTOCON=<MAC>,<UUID>,<save_flash>

Wik | EER W (N ARV T FHRAES R )

ZH | MAC: &R H bR mac Hilik(eg:A4C13812505C)
UUID: G0 SR 75 EEH4R € uUID ¥ BN B AR UUID R P AL (eg:E455)
HEE: MAC. UUID MM AAE R — Nk o] DL I 42 (BN AR s B B rT BL), AR
¥ B A FALSE, 1R MAC Fil UUID #{¥% B A FALSE I 5% ] [ Bhid %
save_flash: R IRAFE| flash, FF&EFHLEBER:, 0 RARARLE, NARKER, 1
FoRRATE] flash, T OFHL A &z

Wi, | +EVENT:BLE_CONNECTED /SR T R R X 26 AE B
+BLEAUTOCON:Wait connect //WISR M FT A HMETEC T, ME R ZHEE(EE
WA, SRR BE T EEN RS B %)
oK

N/

HELP A A5 B

I

Set BLE auto connect

TERE

HUYGER MG, A AMEREhiER

5.3.4 AT+BLEDISAUTOCON EHU34 B zhia#i %

AT+BLEDISAUTOCON

Sk | BUK BB A SRR

%, RGN ABY % 53 7 3k 58 Wi
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MR | OK

N

HELP A A5 B

e W7 | Turn off BLE auto connect

5.4 BLE iBeacon {52

5.4.1 AT+BLEIBCNUUID &5 1% B ¥ 7F iBeacon UUID

AT+BLEIBCNUUID?

A | AV 24 [0 4 15 B Y iBeacon UUID

i | +BLEIBCNIIUD:<iBeacon>
OK

ol

AT+BLEIBCNUUID=<iBeacon>

ik | wE B iBeacon UUID(U AL VFAE B K MIRE FHATBE)

Z# | iBeacon: ¥ HE I UUID
(KFF 16 775, F45H K 32 fif eg:00112233445566778899aabbccddeeff)

M. | OK

o

HELP F I IA(E B

My [ | Query and set BLE iBeacon UUID

5.4.2 AT+BLEIBCNDATA ¥ B 14 7 iBeacon data

AT+BLEIBCNDATA?

iR | &1 Ibeacon HIE

My | +BLEIBCNDATA:<companylD>,<major>,<minor>,<power> [/ EHE NFE R BB R

hex #iE
OK

M| | AT+BLEIBCNDATA?
+BLEIBCNDATA:4c00,2774,6b74,c5
OK

AT+BLEIBCNDATA=<company ID>,<MAJOR>,<MINOR>,<POWER>

iR | WA iBeacon M (DU VFE R A KPS T HUTIRE)

Z4 | companyID(2 7717 16 I HIHHE, eg: 1laa)
MAJOR (2 #77 16 it ¥, eg: 11aa),
MINOR (2 =717 16 ZEHi|$5, eg: 11aa),
POWER (1 777 16 i#EHI%4E, eg: aa)

M. | OK
N
%, RGN ABY % 54 71 3k 58 T
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HELP A A5 B

M) 8 | Set BLE iBeacon data

5.5 BLE MESH 5%

5.5.1 SIG-MESH 54

5.5.1.1 AT+PROVISION IX 7% & & shific M Ih &k

AT+PROVISION

R | T E BN DR

#E | 41 ST unProvisioning IRA, RURECMIGE, BERFASKIET 3%, W TCyEFH itk
WA I HEATIERE, W55 75 ] AT+PROVISION 54 RES &, /5% & REpk
HAER: . M &AT Provisioning R4, BICA SMCRIML T, JiHMAET A&,
T H N LR ) mesh 45

M. | OK

Nl

HELP H 4 IA(E B

e . | Start provision

5.5.1.2 AT+MESHSEND SIG-MESH &% %2

AT+MESHSEND=<addr>,<opcode>,<data>

i

SIG-MESH & ik % ¥

¥

addr:  H PR HbE
opcode: HE{EHD
HATEF ) esp32 M HIEA/ERS AW T
1: set 584, #{ENS opcode A D18888
2: get 584, #:1EN opcode & D088SS
3: ACK 54, #1EfiD opcode iy D38888
o MERY R4 H:4ETD opcode Jy D28888
data: HHEoR{l:
{"mesh_data vendor" : {"daddr" : 3, "saddr" : 2, "opcode" : d38888 , "data_len" :
2,"data" : 01014 hex FF &) ret: 1 }}

I

I

OK

N

HELP A A5 B

M) 8 | SIG-MESH send data

%, RGN ABY % 55 7 3k 58 Wi
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5.5.1.3 AT+MESHADDR Z=ifj¥5 &b dit

AT+MESHADDR

AR | AT Ak

M. | +MESHADDR:<addr>
oK

1l
HELP IR (5 B
I | Query SIG-MESH addr

5.5.1.4 AT+MESHSTATE i8R S MR Ih

AT+MESHSTATE

IR | A2 A T

MR, | +MESHSTATE:<status> //0: R 1 ATh
oK

7~
HELP 3R (5 5
M) J3 | QueryMesh status

5.5.2 ALI-MESH ¥4

5.5.2.1 aliGenie_data XIEIER T & HiE

aliGenie_data

i | RIS R T R

¥ | { "aliGenie_data" : { "daddr" : %x , "saddr" : %x , "opcode" : %x , "data_len" : %d ,
"data" : %s }}

/1B HERE N json F7F Hh

daddr: HFritik

saddr: YsHbhE

opcode: #EENS

data_len: FIEKE

data: 5 A%

o

ZEANE, KRETF AT REY B % 56 Ul 3k 58 Wi
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5.5.2.2 AT+AliGenie I B X R = H

Combo H2H i F 454

AT+AliGenie=<pid>,<mac>,<secret>

ik | wERMER =l

ZH | pid: = JCH7 A ID(8 1)

mac: —JCAYEHLAE(12 f7)
secret: —JCZ%EH (32 i)
ERE: 2N 16 i A5 &

v | OK

7~

HELP A iR {E B

Mg N | Set Ali key

5.5.2.3 AT+SEND2ALI g%z

AT+SEND2ALI=<opcode>,<param>

R | R R 6 B RS

ZH | opcode: HEVERD, KJ¥ 6 fi/a fir
param: RS, KEHKRZ 20 {7

W% | OK

il | AT+SEND2ALI=8204,01 IR NI

HELP A iR (E B

e B/ | Send data to Ali

6. P4
6.1 FRfiEd

6.1.1 ##boot FF RiRIZBAMKIES

\r\n#ttboot\r\n

fE | SR R EUE, ISR R B & AR R DT BN AR

A~

6.1.2 AT+NodeMCUTEST FF &R MR 1% B

| AT+NodeMCUTEST=<start>

B, R GV R B

% 57 U 3k 58 Wi
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ik | FERETF R AR T B
ZH | start:

0: KM
1: JFiAa
M. | OK

AN/
HELP 1 4IR (5 &
My [ | Set development board test function

6.1.3 AT+LEDTEST JF & HR LED Jllik+E 4

AT+LEDTEST=<start>[,<ledLev>,<ledNum>,<ledPin1>,...,<ledPinN>]
R | AR LED Wl HE 4
ZH | start:
0: KHIE ST
1: JFOREIRAT (40, &%, ¥, 3. Ak, S45% 1000ms)
ledLev: led 3 &5 HLF- (570 BEAH S HF)
0: fRHLF A%
1: EHSP AR
ledNum: (843 2H 37 FF)
—3H 2/ LED
ledPinX: (B2 SCHF)
LED Xf ML) GPIO F'5, A5 IAHE 573 T
Wi &2 | OK
AN/
HELP th 4tk (5 5
M J8Z | Start test board LED test
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