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KA Security Boot T AE T Z 241X PHY6252/PHY6222 77 . A4 security boot
Hh B Efuse Key IERS « FMHRIFREUT 2 M security boot I FEFIRS MR, (No
OTA/Support OTA) & %4 J5 Bl 1 BARERAE 7 vk

2 Efuse Key

Security boot DNAESZILAH A oG8 2 — /& efuse key HIMEFH, JE&: efuse key HAEE
AN—IK, H—Z&5NHA ],

2.1 Efuse API
Efuse M JILH 4 B, FEHIBFAMESHRUT

EFUSE_BLOCK_0 0 | FH{E security boot ff] efuse key
EFUSE_BLOCK_1 1 | H{E OTA security boot app ] efuse key
EFUSE_BLOCK_2 2| BRMEH

EFUSE_BLOCK_3 3 | BARMEA

efuse_lock(EFUSE_block_t block) 3K lock efuse block 5 A )&%
efuse_read(EFUSE_block_t block, buf) BEHY efuse block %
efuse_write(EFUSE_block_t block buf, us) 5 N efuse block (¥

2.2 Efuse key (RS

Security boot ZhREHISLIN 75 BT efuse key IS, FE efuse key M ZITEFe A 5
(ecmd>>) FitfT.

2.2.1 Efuse key JRSIZ{E

PhyPlusKit.exe FIBSE 2% T B, ¥EIT csv = oL RIEMT IEEEE efuse block key, F
& csv SCAFRIRE U (GRS B3R ):
1) No OTA

#efuseO
FFFFFFOO-K
8765432111223344

No OTA & F7E security boot H #3417 efuse block0 FJ5ES (ROM security boot). X}
efuse key H5 1) T HEAE LR W N
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Flash_writer | RF_cMD | RF_Quickset | multi_Fw |

PHY6252/6222 Security Boot User Guide v1.0

UART Setting
Port [COM1 BaudRate 115200 ~ Stop Bits |1 Parity | No
Config + Timeout 4000 Save Clear
fet_Mode Erase Size 512k v Address Erase D Lw Flswy Diseonnect PSS UEE=D
HEX \/ HEX Merge 2.Zdiwrite Log
MO T Merge FLA_ADDR 8000 RUN_ADDR 1FFF4000 UartRun -
Current port: CoM1
Current baudrate: 115200
Current stopBits: 1
Current parity: No
Serial opened!!
o .
(815
Single \/ Batch ek
TS Eefuse keyESHTF T
Path iNetdiskDownload/efuse_wr.csv Lines 1 Repeat [V] Reload GenKey.
The C5V file has 1 lines. Last modified: 2021-81-3@ 21:47:39
Current line number: 1
NO. 1 Name: efuse@, Addr: FFFFFFee, | End: K, Val: 8765432111223344
Command: v [HEx ClearBuf [C] TimeTic Mode |ASCIL v Save

2) Support OTA

Clear

#tefuseO
FFFFFFOO-K

#tefusel

FFFFFFO1-K

8765432111223344

1234567813151718

Support OTA 1 30E security boot 75 Z#E47T efuse block0, blockl i~ block IS . X

N efuse key K85 1) T H#AE D IR W~

File Edit Settings Help

Flash_Writer | RF_CMD | RF_QuickSet | Multi_Fw | (] UART Setting
Port [COM1 Baud Rate 115200 ~ Stop Bits |1 Parity [No
Config ~ Timeout 4000 Save
TELTEET Erase Size 512k v Address Erase D LW [ swu Disconnect AutoCheck Update
MG \/ HEX \/ HEX Merge \ 2. SdwritefEER oo
MO v Merge FLA_ADDR [2000 RUN_ADDR 1FFF4000 UartRun
Current port: COML
Current baudrate: 115208
Current stopBits: 1
Current parity: No
Serial opened!!
v
(84
Batch 1 Wi Aefuse keyfEER* courZit
path 1Netd\skDuwnluad/efuse_wr.csv|Lmes 1 Repeat [¥] Reload Genkey
The €SV file has 1 lines. Last modified: 2021-81-3@ 21:57:49 i
Current line number: 1 L
NO. 1 MName: efused, Addr: FEFFFFe@, End: K, Val: 8765432111223344
NO. 2 MNeme efusel, Addr: FEFFFFel, End: K, Val: 1234567813151718
Command: - [ Hex Send ClearBuf [7] TimeTic Mode |ASCIT = Save Clear
VAT INE: Dar FAMT Bandraras 115300 SranRire: 1 Barite: Na

Csv Xtk efuse key IS MRHT -

w3 a s

ZH—4T: Name bxiE, PL “#” FF3LEN name #71K; efuse key ) name R4k efuse

block {E#& N efuse0,efusel,efuse2,efuse3;

AT BAMEEAG I efuse key 5 AN I [E N K, 5 N address HR¥E block {i K

VXN FFFFFFOO, FFFFFFOL,FFFFFFO2,FFFFFFO3;

FEAT: BANME, SRXT NS efuse block {H (64bit).

(2020.12)
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2.2.2 Efuse key B5iFSitln

1) 55 efuse key LWATEREFEII (emd>>) TEEAT.

2) Efuse block #{ A Reke5 —IR HAE N, FEMHHOEH

3) K5I efuse block {HUAE ARG, 0. 8765432111223344, bit & 1 1ML
RFH, W RER, WERMANTTE RN EE, SRR R !

3 Security boot fi§BF=4E

Security boot s&F| ] aes_cecm FyEXT App FEFFHEATING, S B HEAT#ZE boot 1L
o X B BRI R g_sec_key Al g_ota_sec_key HIFREL V4

3.1 g sec key F=4idi2
g_sec_key /&E4T ROM security boot APP (No OTA) I SKIEAT Inff s roFheH, 4
YHiE R (# F PhyPlusKit.exe T2 K77 g_sec_key.

PhyPusKit.exe T E = BE T T * key.csv U7 Rk =4 g_sec_key. BEARK]
* key.csv SN AR EBUT GRISER):

#sec_key #sec_plaintext Hiv #efuseO
2808-M 2810-M 2830-M FFFFFFOO-K
a7471cb6817 | 3b92b5882ae845586c0d7c2 | 38363334373835323731343 | 87654321112
e9014 086d6eacO 536303030 23344

i PhyPlusKit.exe (v2.4.5e fRAFF4G) T H ™4 g_sec_key /7iEUn T :

a. Batch U Nz _Fdk FH P H g SUT* key.csv SUHF (7 B 2R 5\ * key.csv UK
M, B HRES)

Single Batch

Path |r;‘Desk‘t0p,‘secure_key(zﬁ.key.csv| Lines |e g.1-5,8 Repeat [] Reload Genkey

Current line number: 1

Ll

NO. 1 Name: sec_key, Addr: 82888, End: M, Val: a7471cb&817e9814
NO. 2 Name: sec_plaintext, Addr: 82818, End: M, Val: 3b92b5882aeB45586c8d7c2886d6eacd
NO. 3 Name: iv, Addr: 82838, End: M, Val: 3836333437383532373134353p489574
NO. 4 Name: efuse@, Addr: FFFFFF@@, End: K, Val: 8765432111223344
v

b. S GenKey %40, XN 4 HHT N current line 1] efuse key Al flash key 403
Ja ) *.sec.esv CHE, BT DIMRYEIES 1 Lines B, 774X M AT BB (*.sec.csv X))o
GEERPPAE—ATHYE, lines EBEETETE??%I@BEFEEXTV@&TTEI’J* sec.csv)

Single\/ Batch TSEC FIT C:/Users/user/Desktop/
secure_key(
Path Bktop/secure_key(2| key.csv| Lines [1 Repeat [ Reload

Current line number: 1 [

NO. 1 MName:  sec_key, Addr: @2888, End: M, Val: a7471cb6817e9014

NO. 2 MName: sec_plaintext, Addr: 82818, End: M, Val: 3b892bS5882aeB45586c@d7C2886d6each
NO. 3 MName: iv, Addr: 8283@, End: M, Val: 38353334373835323731343536489574
NO. 4 MName: efused, Addr: FFFFFF@@, End: K, Val: 8765432111223344

v

At GenKey #4172 A 1 * sec.csv AF X FEA g sec_keys

3.2 g ota sec key 4R

(2020.12) 3/10
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g_sec_key /& 11T ROM security boot OTA (Support OTA) FIRIFEAT It 25 i FLEH;
g ota_sec_key +&i4T OTA security boot APP (Support OTA) FIRIHHAT IR AREH, i
VEAI 2B iEL f# B PhyPlusKit.exe T.E. K7 =4 g sec_key 1 g_ota_sec_key.
PhyPusKit.exe [ A - ZIH IS AEHT* key.csv SCIFITT K™ g_sec_key

g ota_sec_key. HAKMI* key.csv HNBREW T (FBIKER):

#sec_k | #sec_plaintext #iv #efuseO | #ota_se | #ota_plaintext | #efusel
ey c_key
2808-M 2810-M 2830-M FFFFFFO | 2908-M 2910-M FFFFFF
0-K 01-K
a7471c | 3b92b5882ae8 | 383633343738 | 8765432 | 817e90 | e907c7b41754 | 123456
b6817e | 45586c0d7¢20 | 353237313435 | 1112233 | 14a747 | a060d34a6285 | 781315
9014 86d6eacO 36303030 44 1cb6 3cb23de8 1718

i PhyPlusKit.exe (v2.4.5e MiRATFIE) T H=4: g sec_key Ml g_ota_sec_key JjiEA] S

14 3.1 /N1 g_sec_key /2 AEd 2, W JE* key.csv 3L BEAH .

MR ERAE 7 06 N P2 2E [ * sec.csv SCAFE2 0] N2 2E g_sec_key A g_ota_sec_key.
& FIRFA* sec.csv XU RIS P24 efuse_wr.esv U FHSRAE A efuse key HIBEE T

i, BARKT efuse key HIBEE AT efuse_wr.csv SR MR CU7E 2.2 /NIIVEVELIAN 41

4 Security Boot

ik 3 AL VEMNH T security boot NIRZ T B AMSRELLFE, X H &

security boot 1] T HATH, BEARMEL T,

(2020.12)
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Y

a.DWC(TM=0)
b.TM=1

reset/

Et|®

HEXMerge Tab

security boot
mode select

Y A Y

SEC_MIC 2 *seccsv |
S P A

»la
>l
Y

i efuse_wr.csv

WA AR (No
OTA/Support OTA)

|

sdrHexFEEH

v

HEX tabTom. i&FEE
HEX Tab P Rhex ]

efuse wr.csv

Y

dErasefRil, HiE
=

=

Y

NO

Y

rchwritelztl], FoEEE
NEHESTTE

Y
SR A
VES

efuse keyiES

Y

A

NO
EEAIT
YES

TM=0
reset/= FEg

IfeR=

Y

security boot app
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4.1 HEFR

1. PHY6252/PHY6222 L HiJ5, il DWC#HE (TM=0) # L H/TM=1 CK TM $i), Reset
TR, FEANBEE R, l_[EI cmd>>:

2. HEXMerge TUTH, TSNS SEC_MIC Fl SEC 514, Security boot iTF% 7 Z %]
* sec.csv SCHFIRFRICAT T I 3 745

3. BT ERSHINABEL, 45 No OTA/Support OTA #53 sk of HexF #2411, 7= 2E X M)
B hexf A

4. Pz HEX DU, P Bl A i hexf SCHFAIT efuse_wr.csv SO

5. sili Erase #8H, KEHEFRG L, MG, s write SEH AT B efuse RS %
}'5 flash Al efuse B, H_EH (TM=0) B{3 TM FifIk reset PHY622X, I FFET i
>R, A security boot i FELE W .

4.2 ROM Security Boot

ROM Security boot i #£R[ No OTA N4 J5 2l 72
PhyPlusKit.exe . V2.4.5e AT 46, SCHF security boot TfiE, 1ZIhREAHLLE L £
SEC_MIC FEZUH SR, S BN BT SEC_MIC K H 4 HEE security boot ZhEE .
BAED BRI
a. PHY6252/PHY6222 LHiJ5, J@id DWC #E# (TM=0) = EH/TM=1 CK T™ Fi@ED,
Reset JF &M, #EAKRE ':Jffi‘éﬁ Iz [\ emd>>:
T ELZ PHY6252(TM=0)ilid X4k DWC HEH 0 N B2 5 1 1 7«

[£] UART Setting

Port |COM16 Baud Rate 115200 [~] stop Bits |1 Parity [No
250000 ~

O swu Disconnect 115200 |numche:k Update
76800
38400

Log 9600
UXTL16
URC32M
UDLL48

other e

UART TX ASCIT: UXTDWU
UART TX ASCII: UXTDWU
UART TX ASCII: UXTDWU
UART TX ASCII: UXTDWU
UART TX ASCII: UXTDWU
UART TX ASCII: UXTDWU
UART TX ASCIT: UXTDWU
UART TX ASCIT: UXTDWU
UART TX ASCII: UXTDWU
UART TX ASCII: UXTDWU
UART TX ASCII: UXTDWU
UART TX ASCII: UXTDWU
UART TX ASCII: UXTDWU
UART TX ASCIT: UXTDWU
UART TX ASCIT: UXTDWU
UART TX ASCII: UXTDWU
UART TX ASCII: UXTDWU
UART TX ASCII: UXTDWU
UART TX ASCII: UXTDWU
UART TX ASCII: UXTDWU
UART TX ASCIT: UXTDWU
UART TX ASCII: UXTDWU
UART TX ASCII: UXTDWU
UART TX ASCII: UXTDWU
UART TX ASCII: UXTDWU
UART TX ASCII: UXTDWU
UART TX ASCIT: UXTDWU
UART TX ASCIT: UXTDWU
UART TX ASCII: UXTDWU

'UART R
T e

b. HEXMerge TLTH I, ##F SEC_MIC #0213 SEC $54F,Batch T TH H XU 7 iE £
* key.csv CAF IR AR N *sec.csv SCAF

(2020.12) 6 /10
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Flash_Writer RF_CMD  RF_QuickSet  Multi_FW
Config | ~| Timeout [4000 | save Clear
ft_Mode Erase Size [512k | Address | | Erase Ow
/MG \/ HEX \/ HEX Merge \
BOOT ~ | | [no oTA v Hexts HexF
app - | |ELsec]O AuthlSECiMIC v| Encrypt
- - FLA_ADDR
- @ FLA_ADDR
- - FLA_ADDR
- FLA_ADDR
- - FLA_ADDR
ChipID/IV
PID[16] LID[10] TID[14] CheckID
MID[16] s510[08] v[13] WiriteID
MACIS] KEY1[32] KEY2[32] WriteMAC
Single Batch
Ipath Usecureﬁcsvfsecurez.sec.csv|||_ines e.g.1-5 8 Repeat [] Reload GenKey
NO. 1 Name:  sec_key, Addr: 62868, End: M, Val: a7471cb&817e9814 @
NO. 2 Name: sec_plaintext, Addr: 82818, End: M, Val: 586c8d7c )
NO. 3 Name:  sec_mic, Addr: 62828, End: M, Val: @b2fdc5ef321d8115c388c793cfddeTb
NO. 4 Name: iv, Addr: 82838, End: M, Val: 38363334373835323731343535489574
NO. 5 Name: g sec_key, Addr: @FFF@, End: M, Val: c81835ded99b7ae2@85384e281249454
NO. 6 Name: ota_sec_key, Addr: @2908, End: M, Val: 81729014a7471cbé
NO. 7 Neme: ota plaintext. Addr: @2918, End: M. Val: c987c7b417542858034a62853cb23de v
Command: | ] O HEx Send ClearBuf

C.

S BN FH 4 (No OTA), it HexF %4H,

FEAET LT hexf SCAF

B Phypluskit - o X
File Edit Settings Help
Flash_Writer  RF_CMD ~ RF_QuickSet  Multi Fw UART Setting
Port [COM40 - | Baud Rate [1500000 v StopBits (1~ Parity (N0~
Config | | Timeout [4000 ] Save Clear
et mode Erase size [S16 ] address [ || Emse wite  Ouw B Gonnect AutoCheck 00
Log
/MG \/HEX \/ HEX Merge \
Boor - | ] [vo ora. -] teas [ rer |
APP__ - ble/ble_peripheral/pwmLight/bin/pwmLight.hex | sec [J auth [SEC MIC  ~|  Enarypt
Start Hex Encrypt......
- - FLA_ADDR The HEX File has 3 parts. Last nodified: 2021-02-23 12:44:11
IV:8634785271456
- T FLA_ADDR #0 size = ce28
#1 size
= FLA_ADDR oo
-~ - FLA_ADDR Output--3D:/gitroot /rls_308_ota/bbb_sdk/exanple/ble_peripheral/
- prmLight/bin/punlight_phy6222.hexe
= < FLA_ADDR AES ENC DONE-># 07714
AES ENC DONE->#1 si
ChipID/I AES ENC DONE->#2 si:
PID[16] LID[10] TID[14] Checkin Load AppHEX Done[-ENC-1!
IV BLOCK GEN [OK !11]
MID[16] sID[08] 1v[13] |863a785271456 WriteID [hexPack]: 11026000 7714
[XIP HexPack Size]
5 &6 p— [hexPack]: 1FFFe@@0 a6c
Macs] KEv1[32] 3042071248454 KEv2[32] [20614cecabblas itemaC [
[ApD HexPack Sizel: 2
[ Sngie\ B\ > 11002000 ax11002130
Single \/ Batch >> ¥11665000 ex110099d0
Path [/secure_csv/secure2.sec.csv| Lines [1 Repeat & ( Reload ) Genkey . eze000 ez
The CSV File has 1 lines. Last modified: 2021-03-11 12:39:59 ~ LU (70 53 G (3 (R eiRChe St
ey M s 4 HEXF Generation] Success: D:/Eitroot/rls_368 ota/bbb_sak/example/
NO. 1 Name:  sec_key, Addr: @2808, End: M, Val: a7471cb681729014 e e B B 1257
NO. 2 Name: sec_plaintext, Addr: @2810, End: M, Val a
MO. 3 Name:  sec_mic, Addr: @2820, End: M, Val: @b2fdc5efo21ds115c38ac793cfdderb v

d. V)% HEX TUTHI, EFNRIK) hexf SCAEFT GenKey P42 1F) efuse_wr.csv XA

(2020.12)
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e.

B us
File Edit Settings Help
Flash_Writer RF_CMD  RF_QuickSet  Multi_FW
Config | ~| Timeout [4000 ] Save Clear
ft_Mode Erase Size [512k | Address | ] Erase Write Cuw
MG HEX \/ HEX Merge
|Mo ! fmLight_phy6222.hext | Merse FLA_aDDR 5000 RUN_ADDR [IFFF4800 | UartRun
[Single \/ Batch |
Ipath bri/secure_csv/efuse_wrcsv||Lines [1 Repeat Reload Genkey
The CSV file has 1 lines. Last modified: 2021-@3-11 12:57:56 ~
Current line number: 1
NO. 1 Name: efuse@, Addr: FFFFFFe@@, End: K, B8765432111223344
NO. 2 Name: efusel, Addr: FFFFFF@1, End: K, 1234567813151718
v
Command: [ ~| O HEX Send ClearBuf

iy Erase %4, AR AT AT efuse key IERS

B PhyPlusie

Fie Edit Settings Help

Flash_writer

Canfig ~| Timeout [4000

fat_Made

RF_CMD

RF_QuidGSet  Multi_FW

Erase size [512k | Address

| T =

TG\ HER \/ TR Werge \

| kmiight phy6222 hef| Merge FLA_ADDR

Mo 00 RUN_ADOR [1FFF4800 | Uartiun
The MEX Flasn file has & parts. Last modified: 20218311 12:56:26
WO.1  Flash_Addr: Gx11062088, Size: 0913
M0.2  Flash_Addr: 8x11002800, Size: 00610
HOIS  Flash Addr: @x11aes0pe, Size: 0430
WO.3  FlashAddr: ex1lazeces, Size: e71s
Single \/ Batch
Ppath bri/secure_csviehuse_wrcsv| Lines [1 Repeat Reload Genkey
Current 1ine number: 1
WO. 1 Neme:  cfused, Addr: FFFFFFGS, fna: K, Val: A74S432111223344
.2 Mame:  efusel, Addr: FFEFFFE), fnd: K, Val: 1234567BINSITIS

UART Setting

Port [COMIE  © Baud Rate [115200 ~| stap mits [1

O swu Disconnect AutoCheck

Log

Receive a0kl -
Recedve 332 successfull

hexF File [B4/84]
Send cpbin successfullyl

UART RE ASCIL: by hex mode:

Recelve irage reguest!
Send irage successfull
Send checksum successful
LART RX ASCIT: checksum is: Gxd0lced2beOK>>:

Waiting to receive cnecksum...
L1yl

Tuze progres Tow SUCCERETuLLyl

Recedve 2okt
& e program low successfully!

5800 efuse program high write successfully!
Receive #0KI

=t m high successfullyl
Sena efuse write enable successfully!
Receive 0K
o fuse enable successfully
Sena efuse Resd successfully!
Receive 30K
Enable 1yt
Send efuse program low successfully!
Receive 0K
urite efuse program low successfull
Send efuse program high write successfully!

urite efuse program hIgh sbrressfallyl
Send efuse write enable successfully!
Receive sok!

able successfull
T successTully >

EFI efuse K5I )E, EH EH (TM=0) /TM FifK, reset (TM=1), security

boot iLFEEE B A] Bki% 2= N FHAERY, 5EH ROM security boot i 2

Flash_Writer  RE_CMD  RF_QuickSet  Multi_Fw
Config | Timeout (4000 save Clear
fet_Mode Erase Size [512k  ~| Address Erase wite. Ouw
(TMG\/ FEX \/ HEX Merge \
M0 = vmLight_phy6222.hexf| Merge FLA_ADDR 5000 RUN_ADOR |1FFF4800 UartRun
The HEX Flash fils has & parts. Last medified: 2021-83-11 12:58:26
.1 Flasn Agar: 911092000,
Wol2  Flasn_acar:
WO.3  Flash Addr: Gx11695008,
Wo.s  Flasn Acar: ox1102000,
[Single \/ Batch |
Path bri/secure_csv/efuse_wr.csv| Lines [1 | Repeat®]  Reload Genkey

Current line number: 1

WO, 1 Mame:
HO. 2 Mame:

efuses,
efusel,

Val: B765431111223344
1234567813151718

Addr: FFEFFFES,
Addr: FFFFFFa1,

End: K,
End: K, Val:

4.3 OTA Security Boot

(2020.12)

[ UART Setting

Port [E0MIG  ~| Baud Rate 115200 ~] stop sits [1 Parity [0
Oswu Oiszonnect AutaCheck Update
Log

Receive 0K
Write efuse program hign successfully!
Send efuse write enable successfully!

Hrite efuse enshle successfully!

Send efuse Read successfully!

Receive 80K!

Enable efuse read successfully!

Send efuse program low successfullyl
Receive HOK|

Write efuse program low successfully!
Send efuse program high write successfullyl
Receive 8OK!

write efuse program hign successfully!
Send efuse urite ensble successfullyl

enable successfully!
Write registers succes '
LMBT 2X - SOU Vecod

‘Soiiscs.
FFCIK @ reClk 1 sysCLk 2 tpCapl2f 291
sizeof(struct 11_pkt oesc) = B, buf
zeof(g_pConnectionbuffer) = 1688, =
(1argeHeap)=1895
uld:4158324c363931178177d20a478150754158

e - 2680
eof (pCannContext) = 844, sizeof

H e, WHAlogid, security bootsgTh

appuristInit

OTA Boot Version: 8.8.8
Feb 20 202119:23:24check_default_datetime

Time is 2621-2-28, 10:23:246030e3icopp_datetime_adjust_baseline

B7 6e B 315020807900000888

iristGapStateCs: luristGapStatecB: 2 v
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OTA Security boot I F2 Rl Support OTA %5 J& Shid F&
BAARRAEAD R Z25 No OTA #i5L:

ANTF] 2 TR L1k % ota.hex STAFHIN B[ single no fet #5417 F -
-

Flash_wiriter RF_CMD  RF_QuickSet  Multi_FW

Config | | Timeout [4000 | Save Clear

fet_Mode Erase Size |512k V‘ Address | | Erase Write Ouw

MG HEX }/ HEX Merge \

IBOOT - |kfexamp|ef0TAjOTA_\ntemal_ﬂash/bm;‘ota.hex| Single No FCT vI Hex16 HexF
|APP hd I:Ie,r’ble_perlpheral,fpwmL\ghtjblnfpmelght.hex|Dmthlm Encrypt
- - FLA_ADDR

= “ FLA_ADDR

= < FLA_ADDR

= < FLA_ADDR

= = FLA_ADDR
ChipID/IV

PID[16] LID[10] TID[14] CheckID
MID[16] sID[08] IV[13] 8634785271456 WriteID
MAC[&] KEY1[32] 1795427e4da595 | KEY2[32] [e9614eecat6lad WriteMAC

single \/ Batch

IPath lfsecure_csvfsecurelsec.csvI Lines |1 Repeat Reload GenKey
NO. 4 Name: iv, Addr: @283@, End: M, Val: 38363334373835323731343536489574 -
NO. 5 Name: g_sec_key, Addr: BFFF8, End: M, Val: S9e7b6c35fff32688954795427e4da595
NO. 6 MName: ota_sec_key, Addr: ©2988, End: M, Val: 817e9814a7471cbé
NC. 7 MName: ota_plaintext, Addr: 82918, End: M, Val: e987c7b41754a@68d34a62853cb23des
NO. 8 MName: ota_sec_mic, Addr: 82928, End: M, Val: @7de8c3eb2c3783b762532241cc7ced3
NO. 9 MName: g ota_sec_key, Addr: @FFFl, End: M, Val: 8d98351bl46426bBaded6ldeecabtlal

v
Command: | V‘ [T HEX Send ClearBuf

HiE: BHLEE A security boot it A 75 ZL4& 4 FIR ¢ IR ALK hexf SCAHAT b 203/~
AT L FE) efuse key =041 *.csv SCAEIAT .
AR E W

= PhyWriter - X
About

P =l ~= =

MIZROELEGCGTRONIGCS

Device Setting Application file
USBnfo [324F34603330 o [ D:\otrootirs_308_ota\bbb_sdkiexcrole\l | | Open | checksum| 21424180 | Waddr | 4050
Channel Enable Hﬁzﬂ1923(159(87d5632d75336b93dDbbeah(b?ﬁ&i\(el?deZ‘th?hBlﬂﬂZZ | shaaddr

Channel 1
External file

[ channel 2
o <] [oen |aeckaum| | Aderes[0 ]

[ channel 3 i e
kit TE 7= EE"]wycunﬁgmannn fie

Channel 4
[ ~| | open Checlﬁuml:l
Beep Control | Close ~|  MACaddress Other /
LanguageSel g3y v [AWrite MAC address when program ICHame | PHY6202
. Byeo
FCT Mode EN | Close v Byte 5 it count[5 | efuse_wr.csv
soccrecs (G oy s (@] ][0 ][ ][] []
BEIEE Note:When value is 0, don’t limit action.
_____ = [oa | [30]
Current BT MAC | €0:00:00:00:00:00)  St0P [] (0] Dwe Loop Sel [lein spit

Increase Seq Byte 0 +

Mac address position:0x | 4000
Software 00.00.00 Action

Update OFrase  OEraseand program  ® Erase, program and test

Download setting Import setting Export setting

Information | Clear

5 Flash Mapping

5.1 No OTA Mode Flash Mapping
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PHY6252/6222 Security Boot User Guide v1.0

Flash Mapping No OTA

256KB Flash 512KB Flash
Reserved By PhyPlus 0 1FFF 8 0 1FFF 8
l1st Boot info 2000 2FFF 4 2000 2FFF 4
FCDS 4000 AFFF 4 4000 4FFF 4
App Bank 5000 1FFFF | 108 | 5000 1FFFF 108
XIP 20000 3BFFEF | 112 | 20000 | 33FFF 80
FS (UCDS) 3C000 3DFFF | 8 34000 | 35FFF 8
Resource 3E000 3FFFF | 8 36000 | 7FFFF 296
FW Storage 40000 3FFFF | 0 80000 | 7FFFF 0
5.2 Support OTA Flash Mapping

Single Bank OTA

256KB Flash 512KB Flash
Reserved By PhyPlus 0 1FFF 8 0 1FFF 8
1st Boot info 2000 2FFF 4 2000 2FFF 4
2nd Boot info 3000 3FFF 4 3000 3FFF 4
FCDS 4000 4FFF 4 4000 4FFF 4
OTA Bootloader 5000 10FFF | 48 5000 10FFF 48
App Bank 11000 1FFFF 60 11000 | 1FFFF 60
XIP 20000 3BFFF | 112 | 20000 | 33FFF 80
FS (UCDS) 3C000 3DFFF | 8 34000 | 35FFF 8
Resource 3E000 3FFFF | 8 36000 | 7FFFF 296
FW Storage 40000 3FFFEF | O 80000 | 7FFFF 0
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