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1.1 mesh HU%
XSRS R E T H AR B FEIE TR RIZES.
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Kl 4: Message Flow Diagram — Lower Layers
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Provisioning PDUs Provisioning Protocol
Generic Provisioning PDU Proxy PDU
Transport
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B 5. EEBIUER

e I B A AR E. pdu I E P SE R . o B pdu 38138 FH AC B = A& 4 21
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2 TiER api 4R

2.1 TIENMAE

=% Project: mesh_light
= %7 Target 1

Cd arch mainAO
d driver KEE#
(d profile KE (ble) #Hi
(d jump jump table®, TEEFEAL
[J osal osim
[ blemesh ble mesh applicationft#3
[J ethermind meshi/MY A% SbleM¥ Ak s O B —2F SR
1 mesh_lib mesh lib
[ samples mesh##ALRBUE - EEA
[ phyplusmodel Meshfic Bz
3 lib rflibl{%ble_host.lib

He IEEFAR

2.1.1 ethermind

v mesh_SDK A =4 73 Erg=h
e e external AES-CCM code{open source)  2018/10/19 10:01
v component lib Mesh Corelib 2018/10/19 10:01
ble mesh A A FFEImesh{X 3, #NCL, mesh 2018/10/19 17:11
models, mesh sample,.. bl ’
common osal MT OSAL 2018/10/19 10:01
> driver platforms Platfrom specify code 2018/10/19 10:01
Mesh componert utils Utilities, .h only 2018/10/19 17:09
inc
osal
Profiles
lib
misc

7: ethermind HEA A
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2.1.2 mesh samples & application

=3 Project: ble_mesh
-5 Target 1
=5 arch
ij main.c
_] BLE_stacklib
i_n] rom_sym.trt
3 driver
1 profile
d jump
1 osal
1 ethermind
1 resh_lib
d i
-5 samples
_1 appl_sample_example 8.c

Mesh Model 855 X5
L appl_sample_example 9

~——application
i_n] blefdesh.c
ij blebdesh_Main.c
_] OSAL_bleMesh.c
] led_light.c
& VS
“ Device

ApplicationfX3, 5
I 7E RUBLE application
AR TES N

K&l 8: samples F1 application HFAE

2.2 RAHIRREN
S A SEIIREEE X5 HA sdk demo AL, BA T AL mesh 7 I IE L.

I S O S R

1 FH N6 call back timer [R5, H
AT HF 14, EABEE M, mesh B
OSAL_CBTIMER_NUM_TASKS 1 HELE [ [ timer 5218 4 30

callback timer
CFG_HEARTBEAT_MODE 0 M heartbeat ZhfE

CFG_HEARTBEAT_MODE 1 FTJF heartbeat IfjfE

(2021.3) 6 /53
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2.2.1 Mesh Sample 748

PHY62XX Mesh PN #R4% LI#RAE lib FErh, 5 HIE lib 4 libethermind_ecdh.lib.
libethermind_mesh_core.lib. libethermind_mesh_models.lib 1 libethermind_utils.lib; ThEEUN
_F:

1. libethermind_ecdh.lib: R} ecdh #H3¢, H#T sdk A1

2. libethermind_mesh_core.lib: mesh /3 #kAH><; provision. config f1 message Ab#

FRAEIX L kAT
3. libethermind_mesh_models.lib: mesh model fH>%; H Hi 1 F 1 on/off 25 model [1]5L
AR IX B h Ab BE

4. libethermind_utils.lib: mesh f£fifAH%
R T lib 224k, FH P Bl RN SR B0 SOA%—FCAE appl_sample_mesh_XXX.c, AN 15 H g4
#1 sample FHICHHE OFE L CLLH I mesh_light A1),

2.2.2 ENX model

#undef: <[4 health model
USE_HEALTH

#tdefine: {#fE health model

#undef: <[] Light HSL model
USE_HSL

#tdefine: f#HE Light HSL model

#undef: <] Light Lightness model
USE_LIGHTNESS
#define: f#ifE Light Lightness model

#undef: %4 Light CTL model
USE_CTL

#define: f#§E Light CTL model

#undef: <[4 Light Scene model
USE_SCENE
#define: f#{E Light Scene model

#undef: <M Light vendormodel model
USE_VENDORMODEL

#define: f#ifE Light vendormodel model

Vendormodel W1 RA5 GERI1E, <= H B HfE easy bonding ( H BiFAT1# FH 1 sdk & X FE%
FEH, Fid& Phy mesh app f# 4 ).

(2021.3) 7 /53
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2.3 api /48

2.3.1 Ul health server cb
* Health server [1[7] 3 B 2

MS_ACCESS_MODEL_HANDLE* handle model handle
UINTS event_type event [fJ27H
UINT8* event_param  event I ZHH &
UINT16 param_len SHKE

o R[EMH
API_SUCCESS B3
API_FAILER NN

2.3.2 Ul register foundation model servers

* JEM foundation model server

MS_ACCESS_MODEL_HANDLE* handle model handle
o IRMHE

API_SUCCESS RIh

API_FAILER K

2.3.3 Ul _generic_onoff model states initialization

* Generic on/off model REWIEE
360

o IR[EMHE
o

(2021.3) 8 /53
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2.3.4 Ul _generic_onoff model state get

* Generic on/off model IRZFREL

UINT16 state_t State 271
UINT16 state_inst initial state
void* param state 4
UINT8 direction 7Tl

o IR[HE
API_SUCCESS RIh
API_FAILER RS

2.3.5 API RESULT MS access register element

e Q% Primary Element

MS_ACCESS_NODE_ID node_id i id, WIURMEN O

IR 1) 75 EEE MRS R JC R R T I

MS_ACCESS_ELEMENT_DESC* element .
- - - VIvE S ician

MS_ACCESS_ELEMENT_HANDLE* element_handle 5| AHTEM TR TTR AIAFRIRET

o R[AHE
APL_SUCCESS I o
HAREL A %H#<MS_error.h>

2.3.6 API _RESULT Ul register foundation model servers

» 1% Foundation Model

MS_ACCESS_ELEMENT_HANDLE element_handle 5| FI#TEMICE 70 R AWIRIRRF

(2021.3) 9 /53
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o R[AME
APL_SUCCESS B
HoAhHfE 2% <MS_error.h>

2.3.7 API _RESULT Ul register generic_onoff model server

e V¥ Generic Onoff Model server

MS_ACCESS_ELEMENT_HANDLE element_handle 5| FBHEM TR KT R AW PR IR
o R[FME

APL_SUCCESS B

HAhE %H#<MS_error.h>

2.3.8 Ul generic onoff server cb

* Generic on/off model [7]14BR %L

MS_ACCESS_MODEL_REQ_MSG_CONTEXT*  ctx on/off ¥ B E R L%
MS_ACCESS_MODEL_REQ_MSG_RAW* msg_raw JR UG TH B
MS_ACCESS_MODEL_REQ_MSG_T* req_type HERR
MS_ACCESS_MODEL_STATE_PARAMS* state_params  JHE N
MS_ACCESS_MODEL_EXT_PARAMS* ext_params HAh S5
o IR[EMH
API_SUCCESS RN
API_FAILER KK

2.3.9 Ul light hsl model states initialization

 Generic light hsl model R&WI G
T

o JR[EMH
T

(2021.3) 10 /53
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2.3.10UIl_light_hsl model state get

* Generic light hsl model IR FREL

UINT16 state_t State 257
UINT16 state_inst initial state
void* param state 4
UINT8 direction 7717

o R[EME
API_SUCCESS D]
API_FAILER RS

2.3.11 Ul light_hsl model state set

* Generic light hsl model IR E

UINT16 state_t State 7Y
UINT16 state_inst initial state
void* param state 4\
UINT8 direction J7 ]

o R[AHE
API_SUCCESS D8]
API_FAILER NN

2.3.12 Ul light_hsl server cb

* Generic light hsl model [F]1{ 2 %

MS_ACCESS_MODEL_REQ_MSG_CONTEXT*  ctx On/off W B LR XN %
MS_ACCESS_MODEL_REQ_MSG_RAW* msg_raw JE UG B

(2021.3) 11 /53
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MS_ACCESS_MODEL_REQ_MSG_T* req_type HEH
MS_ACCESS_MODEL_STATE_PARAMS* state_params JHEHNE
MS_ACCESS_MODEL_EXT_PARAMS* ext_params HAhzH
o R[FEMH

API_SUCCESS B3

API_FAILER e

2.3.13 Ul _light ctl model states initialization
* Generic light ctl model ARZSHIEE1L
o

o REUE
P

2.3.14 Ul _light ctl model state get

 Generic light ctl model JRZSFREL

UINT16 state_t State 7Y
UINT16 state_inst initial state
void* param state 4\
UINT8 direction J7 ]

o R[AHE
API_SUCCESS D8]
API_FAILER NN

2.3.15 Ul light ctl model state set

* Generic light ctl model R E

UINT16 state_t State J57Y

(2021.3) 12 /53



AL
|§ |H| \\/ -ar PHY62XX MESH FF & 48 v1.0

MICROELEGTRONIGCS

UINT16 state_inst initial state
void* param state 24
UINTS direction 77 1A

o IR[EHE
API_SUCCESS B3
API_FAILER e

2.3.16 Ul light ctl server cb

* Generic light ctl model [A] 1 PR %5

MS_ACCESS_MODEL_REQ_MSG_CONTEXT* ctx On/off {21 LR XN %
MS_ACCESS_MODEL_REQ_MSG_RAW* msg_raw JR UG TH B
MS_ACCESS_MODEL_REQ_MSG_T* req_type HERR
MS_ACCESS_MODEL_STATE_PARAMS* state_params  JHE N
MS_ACCESS_MODEL_EXT_PARAMS* ext_params HAh 2%
o IR[EMH
API_SUCCESS R
API_FAILER K

2.3.17 Ul register light ctl model server

» JEM generic light ctl model server

MS_ACCESS_MODEL_HANDLE handle model handle
o R[AME

API_SUCCESS )

API_FAILER PN
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2.3.18 Ul vendor defined model states initialization

¢ vendor model RZ&VILELL
T

o IR[EMH
T

2.3.19 Ul vendor example model state get

* vendor model JRZSFREL

UINT16 state_t State 27!
UINT16 state_inst initial state
void* param state 4
UINTS direction 7717

o IR[EMH
API_SUCCESS D3]]
API_FAILER RS

2.3.20 Ul vendor example model state set

» Generic light ctl model (RS E

UINT16 state_t State 257!
UINT16 state_inst initial state
void* param state 4
UINT8 direction 75 I

o IR
API_SUCCESS 58]
API_FAILER KK
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2.3.21 Ul phy model server cb

* vendor model [l &%k

MS_ACCESS_MODEL_REQ_MSG_CONTEXT*  ctx On/off #§ B L F XN %
MS_ACCESS_MODEL_REQ_MSG_RAW* msg_raw JR UG TH B
MS_ACCESS_MODEL_REQ_MSG_T* req_type HEH
MS_ACCESS_MODEL_STATE_PARAMS* state_params JHEHNE
MS_ACCESS_MODEL_EXT_PARAMS* ext_params HAhZ %
o R[AHE
API_SUCCESS B3
API_FAILER NV

2.3.22 Ul register vendor defined model server

o JEM vendor model server

MS_ACCESS_MODEL_HANDLE handle model handle
o REME

API_SUCCESS 5]

API_FAILER K

2.3.23 Ul _model states initialization

* mesh model FTEIREWILHL
T

o IR[EME
o
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2.3.24 APl RESULT MS access cm _set transmit_state
o BLE R/ AL RIS

UINT8 tx_state_type ABHPIR A ST (X 2% Bk 4% )
HEWREE AL Tx 114, 5 4L Tx [8]F%
UINT8 tx_state
HK)
o R[AME
APL_SUCCESS B o
HADEE % #<MS_error.h>

2.3.25 APl RESULT MS access cm_set features field
o fEREEEZE MR

UINT8 enable ¥ e ol 22 H

UINTS tx_state gk, AQFE, AOH, RThEEDYRMERE
o IR[HIMH

APL_SUCCESS I o

HADEE % #<MS_error.h>

2.3.26 APl RESULT MS access bind model app

o JH appkey g & fH 7Y

MS_ACCESS_MODEL_HANDLE model_handle TR AR A f A5 7R )

UINT16 appkey_index FRiR appkey M4 R& 5]
o R[FME

APL_SUCCESS B

HADEE %H#<MS_error.h>
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2.3.27 MS proxy server adv start
o EACEEAR S A8 0T 8 AERR R TEE M)

e

MS_SUBNET_HANDLE

UCHAR

o R[AME
APL_SUCCESS

HoAh Ko fe

2.3.28 MS prov _setup

subnet_handle

proxy_adv_mode

JE o

ZF#<MS_error.h>

PHY62XX MESH JT- & #5F5 v1.0

ARELAR S5 & T AE K7 R

RE I, PR
MS_PROXY_NET_ID_ADV_MODE /
MS_PROXY_NODE_ID_ADV_MODE

o CHEIRE A, ARBMAIENBRICE Bk, (AT A HENLRES

I S

PROV_BRR

PROV_ROLE

PROV_DEVICE_S*

UINT16

UINT16

o REME

APL_SUCCESS

HAb 2 fE

(2021.3)

bearer

role

pdevice

gatt_timeout

adv_timeout

JEI o

Z#<MS_error.h>

Device/Provisioner
PB-ADV/ PB-GATT

TR MR & HEEr, {UAE role=
PROV_ROLE_DEVICE /)15 T 15 FH 75
) 722 1%

Gatt V)i 21 (i i 1]
Adv N7 5 3 R (8]
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2.3.29 APl RESULT MS prov bind
o YRETRE B

PROV_BRR bearer Device/Provisioner

TRAB & HTRER, UHE role=

PROV_DEVICE_S* pdevice PROV_ROLE_DEVICE FJ1E M FEH T
1| 72
UCHAR attention A GBI [P FE M Y ()
PROV_HANDLE* Phandlel 5 FBC I A 25 1 AR
o R[AME
APL_SUCCESS B o
HADEE % H#<MS_error.h>

2.3.30 APl RESULT MS prov register

o BoEEMN

MS_SUBNET_HANDLE subnet_handle AR R 55 48 B 72 1) 5 9 A A
ARER AR, PIFE

UCHAR proxy_adv_mode MS_PROXY_NET_ID_ADV_MODE /
MS_PROXY_NODE_ID_ADV_MODE

o R[EME

APL_SUCCESS % o

HADEE % #<MS_error.h>
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2.3.31 API_RESULT MS proxy server adv_stop (void)
o FEACHR ST A L WL R

T
o R[AME
APL_SUCCESS B
HoAhHfE Z:75<MS_error.h>

2.3.32 APl RESULT MS proxy register
o [ PZACEE R E O

PROXY_NTF_CB proxy_cb =S RS EIRY
o IR[FME

EM_SUCCESS B

EM_FAILURE N

2.3.33 API_RESULT MS access cm_get primary unicast _address
o U E A SRR I

MS_NET_ADDR* addr BUA T HUIR b N AL B
o R[EME

EM_SUCCESS &I

EM_FAILURE RS

2.3.34 APl RESULT MS access reply
o [al T IR R

MS_ACCESS_MODEL_HANDLE* handle RS A

MS_NET_ADDR saddr VR E

(2021.3) 19 /53



= L
[SFWEVE S PHY62XX MESH JF 4467 v1.0

MICROELEGTRONIGCS

MS_NET_ADDR daddr H ik

MS_SUBNET_HANDLE subnet_handle ERL L]

MS_APPKEY_HANDLE appkey_handle Appkey AJ#

UINT8 ttl Time to live

UINT32 opcode e

UCHAR* data_param eSS

UINT16 data_len Ui a) ZHK
o R[AHE

EM_SUCCESS BRI

EM_FAILURE NV

2.3.35 API_RESULT MS scene_server init
o WAL scene IRST AR Y ALV 1] VR

5 R LA AR SBR[ T AR

i

MS_ACCESS_ELEMENT_HANDLE element_handle

5 5 SRR S SR IR (R AR

MS_ACCESS_MODEL_HANDLE* scene_model_handle e

PRI

5537 55 B B SR G TR
MS_ACCESS_MODEL_HANDLE* scene_setup_model_handle e

BRI FR AT
MS_SCENE_SERVER_CB appl_cb N FE e [B] 1
o JR[EMH
APL_SUCCESS I o
HoAth 25 15 2:F5<MS_error.h>
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PHY62XX MESH JT- & #5F5 v1.0

2.3.36 API_RESULT MS scene client init
o WAL scene B BRI IR ALy ] JE

MS_ACCESS_ELEMENT_HANDLE

MS_ACCESS_MODEL_HANDLE*

MS_SCENE_SERVER_CB

o REUE

APL_SUCCESS

b e

BRI AH SR BRIV 76 AR IR

element_handle
¥

5537 SR R S SRR AR R A

scene_model_handle e
HAF

appl_cb A2 F [B] 1

JEI o

Z%<MS_error.h>

2.3.37 API_RESULT MS light_hsl_server init
o WIEEHE hsl AR S5 AR I F HLAE DT 1) 2

MS_ACCESS_ELEMENT_HANDLE

MS_ACCESS_MODEL_HANDLE*

MS_ACCESS_MODEL_HANDLE*

MS_SCENE_SERVER_CB

o IR[FME
APL_SUCCESS

HAb 2 fE

(2021.3)

SRR SEIAR R I T R AR IR

element_handle
053

5 hsl B SEG SR BRI RE R AR

hsl_model_handle .
- - HEF

5 hsl ¥ BRI S SGIR IR

hsl_setup_model_handle e
- - RUARIRSF

appl_cb N AR B

I o

Z#<MS_error.h>
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2.3.38 APl RESULT MS light_hsl client init
*  FI4RAL hsl SR I HAE D 192 VE

ST

BRI AH SR IR T R BRI
MS_ACCESS_ELEMENT_HANDLE element_handle

¥
5 hsl 88 S5 OGRS A AR R
MS_ACCESS_MODEL_HANDLE* hsl_model_handle .
¥
MS_SCENE_SERVER_CB appl_cb AR B
o IR[FME
APL_SUCCESS B
HAhFE %H#<MS_error.h>

2.3.39 API_RESULT MS light ctl server init
o HIEEHE ctl AR S5 SRR F ELAE U il J2 I

SRR SEGIAR R I T R AR IR

MS_ACCESS_ELEMENT_HANDLE element_handle o
7

5 ctl BRI S SRR AR AR IR

MS_ACCESS_MODEL_HANDLE* ctl_model_handle s
5
5 ctl 1 B ST SCHRR AR Y
MS_ACCESS_MODEL_HANDLE* ctl_setup_model_handle
FRIRFF
MS_SCENE_SERVER_CB appl_cb N R
o IR[FME
APL_SUCCESS )
HoAth 25 15 Z:F5<MS_error.h>
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2.3.40 API_RESULT MS light ctl client init
o FIERAE ctl e SR S ARG i R

MS_ACCESS_ELEMENT_HANDLE element_handle 5B S AR SR B TG AR IR AT
5 ctl ARAY SAF) SCER A AL AR iR

MS_ACCESS_MODEL_HANDLE* ctl_model_handle .
¥

MS_SCENE_SERVER_CB appl_cb N

o IR[FME
APL_SUCCESS B
HAhFE %H#<MS_error.h>

2.3.41 API_RESULT MS_generic_onoff server init
*  WIHa1L generic onoff k55 #1584 3 HLAE U7 ] VT

S

MS_ACCESS_ELEMENT_HANDLE element_handle 55 S G AR DG R IR TG FRAR AT
MS_ACCESS_MODEL_HANDLE* model_handle LSRR S5 DRI AR Y R R AF
MS_GENERIC_ONOFF_SERVER_CB  appl_cb N HFRFT 1A

o IRMHE
APL_SUCCESS B o
HADEE % H#<MS_error.h>

2.3.42 API_RESULT MS _health_server init
W16 health w55 S5 2 9 HLAE U5 i) 235

I S

MS_ACCESS_ELEMENT_HANDLE element_handle 5 RY SEAR) AH DG BR ) 7T AR IART
MS_ACCESS_MODEL_HANDLE* model_handle 5RO S SRR AR B AR IR AF
UINT16 company_id A FFRIRTF
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MS_HEALTH_SERVER_SELF_TEST*  self_tests — RHIATIEAT 1 B B
UINT32 num_self_tests ALEAT I B B
MS_HEALTH_SERVER_CB appl_cb MR [E1A

o IR[EHE

APL_SUCCESS B

HAh %H#<MS_error.h>

2.3.43 API_RESULT MS _health _client _init
WIEEHL health 2 SiSi AL HLAE V7 ) 23

L

MS_ACCESS_ELEMENT_HANDLE element_handle 5 S AR G BR IR TG FRAR AT
MS_ACCESS_MODEL_HANDLE* model_handle R SR DRI (A B AR R A
MS_GENERIC_ONOFF_SERVER_CB  appl_cb N FE [T

o IR[EHE
APL_SUCCESS B o
HADEE % H#<MS_error.h>

2.3.44 APl RESULT MS access _register model
o FEVT A EVE MY

MS_ACCESS_NODE_ID node_id PR B MR A, B A RME SR 0

MS_ACCESS_MODEL* model 6 1) 77 2 M 20T SRR AR R (1) P

MS_ACCESS_MODEL_HANDLE*  model_handle  Ji.ThyF ik 55 7Y S 45 56 Bk AR AL bR R4

o IR[FEME
APL_SUCCESS I o
HADEE %H#<MS_error.h>
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2.3.45 Ul vendor defined model states initialization
 vendor model IREWIUHIL
o

o IR[AIE
T

2.3.46 Ul vendor example model state get

* vendor model JRZSFREL

UINT16 state_t State 27!
UINT16 state_inst initial state
void* param state 4
UINTS direction 7717

o IR[EMH
API_SUCCESS D3]]
API_FAILER K

2.3.47 Ul vendor example model state set

» Generic light ctl model RS E

UINT16 state_t State 27!
UINT16 state_inst initial state
void* param state 4
UINT8 direction 75 I

o IR
API_SUCCESS 58]
API_FAILER KK
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2.3.48 Ul phy model server cb

* vendor model [l &%k

MS_ACCESS_MODEL_REQ_MSG_CONTEXT*  ctx On/off #§ B L F XN %
MS_ACCESS_MODEL_REQ_MSG_RAW* msg_raw JR UG TH B
MS_ACCESS_MODEL_REQ_MSG_T* req_type HEH
MS_ACCESS_MODEL_STATE_PARAMS* state_params JHEHNE
MS_ACCESS_MODEL_EXT_PARAMS* ext_params HAhZ %
o R[AHE
API_SUCCESS B3
API_FAILER NV

2.3.49 Ul register vendor defined model server

o JEM vendor model server

MS_ACCESS_MODEL_HANDLE handle model handle
o REME

API_SUCCESS 5]

API_FAILER K

2.3.50Ul _model states initialization
* mesh model I REVIHH1L
o

o IR[EME
o

2.4 Provision E[O

Provision EAKFSZILER /4R lib HLH, FJEZREE 2N E it B (S B LU R R
B, AKEEILE S/ provisions
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o JC PR I PG B
PROCFG_COMPLETE_TIMEOUT ATfC, AN s

2.4.1 Unprovision beacon uuid

Mesh unprovision beacon [£]) 3,1, device ID 7] LLiR %A mesh RNIE 1154, & XA

e

Company ID 2 ~HE] D, B E N 0x0504

Product ID 2 WA W& ID
0x62 0x12
0x62 0x22
0x62 0x52

ProductID 4 WA BRI
0x00xx— MESH_LIGHT
0x01xx — MESH_CTRL
0x02xx — MESH_LPN
0x03xx — MESH_SENS
0x04xx —TO BE ADD

A= 2 BB A

MAC Hii3i: 6

RFU 2 Reserved for future use

2.4.2 Ul provcfg complete timeout handler
o FCPIREIT Y [ 3 R 2

T

void* args callback 2%
UINT16 size KL
o IR
960
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2.4.3 Ul prov callback
o BC[al i b K

PROV_HANDLE* phandle Provision handler

UCHAR event_type event 7Y

API_RESULT event_result  ZIK event 45 R

void* event_data event H( g

UINT16 event_datalen event i K&
o R[AHE

API_SUCCESS B3

API_FAILER NN

2.4.4 Ul register _prov
o I/ provision service

T

o REME
o

2.4.5 Ul proxy start adv
e JFJ3 proxy beacon J % (A&

e e

MS_SUBNET_HANDLE subnet_handle %% handler

Proxy | B
UCHAR proxy_adv_mode NET ID
NODE ID
o IR[EHE
%o

(2021.3) 28 /53



AL
|§ |H| \\/ -ar PHY62XX MESH FF & 48 v1.0

MICROELEGTRONIGCS

2.4.6 Ul proxy callback
* proxy B R %L

NETIF_HANDLE* handle M 4% handler
UCHAR p_evt HE KR
UCHAR* data_param A
UINT16 data_len EAE/ TR
o IR[EMH
T

2.4.7 Ul setup prov

o ¥ H provision

UCHAR role Provision ffi &
UCHAR brr Provision bear type
o IRMHE
960

2.4.8 Ul register proxy

o /I proxy service
960

o IR[EHE
T

2.4.9 Ul set brr scan rsp data

* 1% & response data

Teo

o IR[EMHE
o
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2.4.10 Ul _gatt iface event pl cb
* Gatt Ff4 callback, ¥ provision HAFF1 proxy S+

S e

UCHAR ev_name Gatt event &
UCHAR ev_param Gatt model 4 #%
o R[AME
%o

2.4.11 Ul sample binding app key

R4 2 BT e B 1 model 4T key binding, A binding key J&1H 84 E#EATH L4,
73 DU JE o i R I
s 2

T
o IR[EMH

T

2.4.12vm _subscriptiong binding cb

appkey add config JH & Ab#
- B

960
o IR[EMH

960

2.4.13 vm_subscriptiong add

* subscription add V4 B ALFE

S

MS_NET_ADDR  addr TRZH ) ik

o IR[AIE
T
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2.4.14vm _subscriptiong _delete

* subscription add JH4 2 ALFE

S

MS_NET_ADDR  addr THHI 2EL F s ik

o R[ME
p

2.4.15 Ul app config server callback

* Config JH4 5.0

5] £ e 588
MS_ACCESS_MODEL_HANDLE* handle Model f#J handle
MS_NET_ADDR saddr Source address
MS_NET_ADDR daddr Destination address
MS_SUBNET_HANDLE subnet_handle M 2% 1] handle
MS_APPKEY_HANDLE appkey_handle Appkey ] handle
UINT32 opcode WS 1) opcode
UCHAR* data_parm HERNE
UINT16 data_len HEMKE
API_RESULT retval MERSRINERE S
UINT32 response_opcode T 2 response [/ opcode
UCHAR* response_buffer F 5 response [T BN A
UINT16 response_buffer_len 7% response K74 B K&

o R[EME
API_SUCCESS D8]
API_FAILER PN
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2.4.16 appl mesh sample
* mesh sample #4541

T

o IR[AIE
T

2.4.17 Ul _sample get net key
o JRHL netkey
o

o IR[EE
o

2.4.18 Ul sample get device key
o 3RHX devicekey
o

o IR[EE
o

2.4.19 Ul sample check app

o 3RH appkey
360

o IR[EHE
o

2.4.20 Ul sample reinit

e Mesh sample #]#fitt, 5 appl_mesh_sample AN [ HI/2,

unprovision beacon. & proxy beacon B FHL key
T

o JR[EME
o

(2021.3)
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2.5 EfthEm api

2.5.1 MS access cm get primary unicast address

o FRHX unicast Hbdik

MS_NET_ADDR  addr Hi 4 unicast address
o R[FME

API_SUCCESS I

API_FAILER PN

2.5.2 MS access get element handle

e 3KHY element handle

MS_NET_ADDR elem_addr BT A5 unicast address
MS_ACCESS_ELEMENT_HANDLE* handle Hi (4 element handle
o R[FEMHE
API_SUCCESS D8]
API_FAILER NN

2.5.3 MS access get model handle
 3KHX model handle

MS_ACCESS_ELEMENT_HANDLE elem_handle  ZE& 75 5[f] element handle
MS_ACCESS_MODEL_ID model_id BT £ model ID

MS_ACCESS_MODEL_HANDLE*  handle i H ) model handle
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o R[AME
API_SUCCESS D8]
API_FAILER I

2.5.4 MS access get model handle

* FREX model handle

MS_ACCESS_ELEMENT_HANDLE elem_handle  ZE#T )75 A f#) element handle

MS_ACCESS_MODEL_ID model_id EA) T 25 model ID
MS_ACCESS_MODEL_HANDLE*  handle it 1) model handle
o IR[FME
API_SUCCESS B3
API_FAILER NN

2.5.5 MS access get element handle

e 3KHY element handle

MS_NET_ADDR elem_addr ELAT U S unicast address
MS_ACCESS_ELEMENT_HANDLE* handle Hi (4 element handle
o R[FEMHE
API_SUCCESS D8]
API_FAILER NN
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2.5.6 MS access get model handle

* FREX model handle

MS_ACCESS_ELEMENT_HANDLE elem_handle  ZE#T )7 &[] element handle

MS_ACCESS_MODEL_ID model_id EA) T A5 model ID
MS_ACCESS_MODEL_HANDLE*  handle i1 ) model handle
o R[FME
API_SUCCESS B3
API_FAILER NN

2.5.7 MS access get model handle

o 3KHY model handle

MS_ACCESS_ELEMENT _HANDLE elem_handle  ZEZ )7 5[] element handle

MS_ACCESS_MODEL_ID model_id BT 2L model ID
MS_ACCESS_MODEL_HANDLE*  handle i H ) model handle
o R[EME
API_SUCCESS BRI
API_FAILER K

2.5.8 MS access get element handle

* JREL element handle

MS_NET_ADDR elem_addr BT S unicast address

MS_ACCESS_ELEMENT_HANDLE* handle ¥ element handle

(2021.3) 35 /53



[—) |
|p |H| \\/ -ar PHY62XX MESH FF & 48 v1.0

MICROELEGTRONIGCS

o R[AME
API_SUCCESS D8]
API_FAILER I

2.5.9 MS access get model handle

* FREX model handle

MS_ACCESS_ELEMENT_HANDLE elem_handle  ZE#T )75 A f#) element handle

MS_ACCESS_MODEL_ID model_id EA) T 25 model ID
MS_ACCESS_MODEL_HANDLE*  handle it 1) model handle
o IR[FME
API_SUCCESS B3
API_FAILER NV

2.5.10 MS access get model handle

e 3KHY model handle

MS_ACCESS_ELEMENT_HANDLE elem_handle  ZE# )75 A f#) element handle

MS_ACCESS_MODEL_ID model_id BT 2L model ID
MS_ACCESS_MODEL_HANDLE*  handle i H ) model handle
o IR[EMH
API_SUCCESS RN
API_FAILER K
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2.5.11 API_RESULT MS config client send reliable pdu
o RIEFRIR KL

UINT32 req_opcode 1 R e E R
void* param E Y(REPRTE 200
UINT32 rsp_opcode [] )97 P AL

o R[EME
APL_SUCCESS B
AR Z%<MS_error.h>

2.5.12 APl RESULT MS access cm_set model publication
o WE SRR SCERH) K AE R

2.5.13 APl RESULT MS access send pdu
 Ri&VjinJz PDU

MS_NET_ADDR src_addr Yk

MS_NET_ADDR dst_addr 5 H ik

MS_SUBNET_HANDLE subnet_handle T EIR

MS_APPKEY_HANDLE appkey_handle Appkey EJHE

UINT8 ttl Time to live

UINT32 opcode AR

UCHAR* data_param Vi lnl JZ S 4

UINT16 data_length EE/Ia 1S

V[ b IR TR R R R,
reliable AX
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o R[AME
APL_SUCCESS B
HoAhHfE 2% <MS_error.h>

2.5.14 MS access raw data
o AR R HHE R AT S

MS_ACCESS_MODEL_HANDLE* handle ¥ 15 model handle
UINT32 opcode V4 B ) opcode
MS_NET_ADDR dst_addr RIEHT H bRk
MS_APPKEY_HANDLE appKeyHandle  &i%&7H B 7 ZIN% () appkey handle
UCHAR* data_param RILIE BN
UINT16 data_len RIETH B KR
e 5 i SR A
true, TLIRRGWHEIEKM, F—HITH
UINT8 reliable 40 P

false, Wi/ EIFEL&M, A BEHATIEALEE,
75 2 #2 RN R TR AR R AT A 2R

o R[FEME
API_SUCCESS D8]

2.5.15 APl RESULT MS generic_onoff client send reliable pdu

o RIETNZ N generic onoff 14>

UINT32 req_opcode 15 REEVERD
void* param 51 sR BB A 12 5L
UINT32 rsp_opcode (5] )3 $ A E A
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o R[AME
APL_SUCCESS B
HAmH(E % H#<MS_error.h>

2.5.16 APl RESULT MS hsl client _send reliable pdu

o JIETRIEN hsl i 4

UINT32 req_opcode TR ERAERD
void* param 51 REBAERD ARG S 5
UINT32 rsp_opcode (5] 3 $ A A
o R[MEHA
APL_SUCCESS B
AR ZF#<MS_error.h>

2.5.17 API_RESULT MS access publish
o KU 1) Z T B R AT B S AR S IR R AT ik

L T

MS_ACCESS_MODEL_HANDLE* handle LR IE 9 S 0 U 1) AR L ) A
UINT32 opcode U i) B AR

UCHAR* data_param IR

UINT16 data_len EAE IR NS

MS_TRUE A H] FE7H &,

UINT8 reliable
MS_FALSE JyHiAih
o R[FME
APL_SUCCESS B
HADEE %#<MS_error.h>
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2.5.18 MS_common reset

* Mesh hUKEE, BEMSERMLWESR

T
o R[AME
API_SUCCESS [paz)|
API_FAILER I

2.5.19 MS access ps store all record

o {Ffif mesh [AC & VH S 3 flash b

T
o R[AME
API_SUCCESS BRI
API_FAILER RS

2.5.20 MS access ps store disable
o FTIFEE KM mesh T BAFGELIRE

S T

UINT8 enable 1: enable; 0: disable

o IR[EH
API_SUCCESS T

API_FAILER NN

2.5.21 Fiz/XH relay IgE

MS_DISABLE_RELAY_FEATURE K] relay

MS_ENABLE_RELAY_FEATURE FFJa relay
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2.5.22 Fig/3%H proxy Liggé

MS_DISABLE_PROXY_FEATURE

MS_ENABLE_PROXY_FEATURE

2.5.23 Ff5/XHA friend IjjEE

MS_DISABLE_FRIEND_FEATURE

MS_ENABLE_FRIEND_FEATURE

(2021.3)

K4 proxy

FF )5 proxy

M friend

)& friend

PHY62XX MESH JT- & #5F5 v1.0

41 /53



[—) | .
|p |H| Y 1 PHY62XX MESH FF & f85 v1.0

MICROELEGTRONICGCS

3 RzFschl
3.1 mesh Itk

......................

appl_mesh_sample . &l=Primary Element
.
:
A4 . h 4
:
:
¥ N ¥
s e s L . I Fprovisioner »
TEEERTEIL . a:"_p?-?;::-
:
:
¥ M h 4
.
NVETEEE .
:
¥ M
.
Meshiiix et .
.
¥ M
- —_ :
(Zfitadv bearerfi 32 e . _
2y . 1 Eproxy featurer
- = A3,
- -
:
h 4 M
FEHRGATT bearerig] .
SENERY :
:
¥ .
FDETHS- ¢ DT ) : Ul_proxy_start_adv
EeisIL LB : o roxy_star_a blebrr_scan_enable
: CELE ' STiEproxy Tz =
. I~ #Zproxy service —= ;
. ADV proxy
¥ .
&iE=node .
: :
e :

9: mesh HIIHILIREE

void appl_mesh_sample (void)
{
MS_ACCESS_NODE_ID node_id;
MS_ACCESS_ELEMENT_DESC  element;
MS_ACCESS_ELEMENT_HANDLE element_handle;
API_RESULT retval;
MS_CONFIG* config_ptr;
#ifdef MS_HAVE_DYNAMIC_CONFIG
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MS_CONFIG config;

/* Initialize dynamic configuration */

MS_INIT_CONFIG(config);

config_ptr = &config;

#else

config_ptr = NULL;

#endif /* MS_HAVE_DYNAMIC_CONFIG */

/* Initialize OSAL */

EM_os_init();

/* Initialize Debug Module */

EM_debug_init();

/* Initialize Timer Module */

EM_timer_init();

timer_em_init();

#if defined ( EM_USE_EXT_TIMER )

EXT_cbtimer_init();

ext_cbtimer_em_init();

#endif

/* Initialize utilities */

nvsto_init(NVS_FLASH_BASE1,NVS_FLASH_BASE2);

/* Initialize Mesh Stack */

MS_init(config_ptr);

/* Register with underlying BLE stack */

blebrr_register();

/* Register GATT Bearer Connection/Disconnection Event Hook */

blebrr_register_gatt_iface_event_pl(Ul_gatt_iface_event_pl_cb);

/* Enable LED Port */

/* Platform Abstraction Initializations of GPIOs/LEDs etc. */

mesh_model_platform_init_pl();

/* LED ON */

/* LED ON/OFF for BOOT UP Indication Abstraction Call */

mesh_model_device_bootup_ind_pl();

/* Create Node */

retval = MS_access_create_node(&node_id);

/* Register Element */

/**
TBD: Define GATT Namespace Descriptions from
https://www.bluetooth.com/specifications/assigned-numbers/gatt-namespace-

descriptors

Using 'main' (0x0106) as Location temporarily.
*/

element.loc = 0x0106;
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retval = MS_access_register_element

(
node_id,
&element,
&element_handle

if (API_SUCCESS == retval)
{

/* Register foundation model servers */

retval = Ul_register_foundation_model_servers(element_handle);

if (API_SUCCESS == retval)
{

/* Register Generic OnOff model server */
retval = Ul_register_generic_onoff_model_server(element_handle);

#ifdef USE_HSL

if (API_SUCCESS == retval)

{

/* Register Light Lightness model server */

retval = Ul_register_light_hsl_model_server(element_handle);
}
#endif

#ifdef USE_CTL

if (API_SUCCESS == retval)

{

/* Register Light Lightness model server */

retval = Ul_register_light_ctl_model_server(element_handle);
}
#endif

#ifdef USE_SCENE

if (API_SUCCESS == retval)
{
/* Register Light Scene model server */

retval = Ul_register_scene_model_server(element_handle);
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#tendif
#ifdef USE_VENDORMODEL

if (API_SUCCESS == retval)

{

/* Register Vendor Defined model server */

retval = Ul_register_vendor_defined_model_server(element_handle);
}
#endif

if (API_SUCCESS == retval)
{
/* Initialize model states */

Ul_model_states_initialization();

/* Configure as provisionee/device */
Ul_register_prov();
#if (CFG_HEARTBEAT_MODE)
Ul_register_heartbeat();
#endif
/**
Set Scan Response Data Before Starting Provisioning.
This is optional/additional set of Data that the device can
set to enhance the User Experience.
For Example, set a specific device name or URL as part of the
Scan Response Data when awaiting connections over GATT bearer.
*/
Ul_set_brr_scan_rsp_data();
APP_config_server_CB_init(Ul_app_config_server_callback);
uint32 address = VENDOR_PRODUCT_MAC_ADDR;
hal_flash_read(address ++,&UI_Iprov_device.uuid[10],1)
hal_flash_read(address ++,&UI_lprov_device.uuid[11],1);
)
)

’

hal_flash_read(address ++,&Ul_lprov_device.uuid[12],1

’

hal_flash_read(address ++,&Ul_lprov_device.uuid[13],1);
hal_flash_read(address ++,&Ul_lprov_device.uuid[8],1);
hal_flash_read(address ++,&Ul_lprov_device.uuid[9],1);
EM_start_timer (&thandle, 3, timeout_cb, NULL, 0);

return;
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void timeout_cb (void* args, UINT16 size)
{
thandle = EM_TIMER_HANDLE_INIT_VAL;
Ul_sample_reinit();
}
void Ul_sample_reinit(void)
{
API_RESULT retval;
MS_NET_ADDR addr;
UCHAR is_prov_req;
UCHAR role, brr;
UCHAR state;
retval = API_SUCCESS;
is_prov_req = MS_TRUE;

retval = MS_access_cm_get_primary_unicast_address(&addr);

if (API_SUCCESS == retval)
{
if (MS_NET_ADDR_UNASSIGNED != addr)
{
/* Set Provisioning is not Required */
is_prov_req = MS_FALSE;

// MS_access_cm_set_transmit_state(MS_RELAY_TX_STATE, (8<<3)|2);
MS_access_cm_set_transmit_state(MS_NETWORK_TX_STATE, (8<<3)|3);

if (MS_TRUE ==is_prov_req)
{
/* Start Provisioning over GATT here */
/**
setup <role:[1 - Device, 2 - Provisioner]> <bearer:[1 - Ady, 2 - GATT]
*/
role = PROV_ROLE_DEVICE;
brr = PROV_BRR_GATT; PROV_BRR_ADV_ANADVEZMPROV_BRR_GATTI NGATTE. %
printf("Bearer type = 0x%02X(Bit0-adv, Bit1-GATT)\r\n", brr);
// Ul_prov_brr_handle = brr;
/**
Setting up an Unprovisioned Device over GATT
*/
LIGHT_ONLY_RED_ON;
blebrr_prov_started = MS_FALSE;
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Ul_setup_prov(role, brr);

// Ul_prov_bind(brr, 0x00);
//ms_access_ps_store(MS_PS_RECORD_SEQ_NUMBER);
CONSOLE_OUT("\r\n Setting up as an Unprovisioned Device\r\n");

else

/* Fetch PROXY feature state */
MS_access_cm_get_features_field(&state, MS_FEATURE_PROXY);

/**
Check if the Device is Configured.
If not Configured, Start Proxy ADV.
If it is Configured,
Check if the Proxy Feature is Enabled.
If not enabled, then Do Nothing!
If it is, Start Proxy ADV.
*/
if (API_SUCCESS == Ul_sample_check_app_key())
{

Ul_sample_get_device_key();

if (MS_ENABLE == state)

{
light_blink_set(LIGHT_GREEN, LIGHT_BLINK_FAST,5);
//for silab 2.0.0 app use NODE ID
CONSOLE_OUT("\r\n Provisioned Device - Starting Proxy with NODE ID on Subnet
0x0000!\r\n");
Ul_proxy_start_adv(0x0000, MS_PROXY_NODE_ID_ADV_MODE);
#if (CFG_HEARTBEAT_MODE)
if(ms_provisioner_addr !=0)
{
printf("sub ms_provisioner_addr 0x%04X\n",ms_provisioner_addr);
Ul_trn_set_heartbeat_subscription(ms_provisioner_addr);
}
#endif
}
else
{

light_blink_set(LIGHT_GREEN, LIGHT_BLINK_SLOW,3);
MS_brr_bcast_end(BRR_BCON_TYPE_PROXY_NODEID, BRR_BCON_ACTIVE);
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#if (CFG_HEARTBEAT_MODE)

if(ms_provisioner_addr != 0)

{
printf("sub ms_provisioner_addr 0x%04X\n",ms_provisioner_addr);
Ul_trn_set_heartbeat_subscription(ms_provisioner_addr);
}
#endif
CONSOLE_OUT("\r\n Provisioned Device!!'\r\n");
/**
Do Nothing!
Already Scaning is Enabled at Start Up
*/
blebrr_scan_enable();
}
}
else
{
light_blink_set(LIGHT_BLUE, LIGHT_BLINK_FAST,5);
//for silab 2.0.0 app use NODE ID
if(Ul_prov_brr_handle == PROV_BRR_GATT)
{
Ul_proxy_start_adv(0x0000, MS_PROXY_NODE_ID_ADV_MODE);
}
}

if((ms_iv_index.iv_expire_time!=0)&&(ms_iv_index.iv_expire_time!=0xffffffff))
{
MS_net_start_iv_update_timer(ms_iv_index.iv_update_state,MS_TRUE);
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API_RESULT phyplusmodel_server_cb
(

/* IN */ MS_NET_ADDR

/* IN */ MS_NET_ADDR

/* IN */ MS_SUBNET_HANDLE
/* IN */ MS_APPKEY_HANDLE
/* IN */ UINT32

/* IN */ UCHAR*

/* IN */ UINT16

/* IN */ MS_ACCESS_MODEL_HANDLE* handle,

saddr,
daddr,

subnet_handle,

appkey_handle,

opcode,
data_param,

data_len

MS_ACCESS_MODEL_REQ_MSG_CONTEXT
MS_ACCESS_MODEL_REQ_MSG_RAW
MS_ACCESS_MODEL_REQ_MSG_T
MS_ACCESS_MODEL_EXT_PARAMS*
MS_ACCESS_PHYPLUSMODEL_STATE_PARAMS

req_context;
req_raw;
req_type;
ext_params_p;

state_params;

UINT16

API_RESULT
retval = API_SUCCESS;
ext_params_p = NULL;

marker;

retval;

marker = 0;

req_context.handle = *handle;
reg_context.saddr =saddr;
req_context.daddr =daddr;

reg_context.subnet_handle

req_raw.opcode = opcode;
req_raw.data_param = data_param;

req_raw.data_len = data_len;

switch(opcode)

{

{
// printf(

/[ERZH

1R Py

subnet_handle;

req_context.appkey_handle = appkey_handle;

state_params.phyplusmode_param = NULL;

/T4 B 7€ Xt opcode AT HH B D fié

case MS_ACCESS_PHYPLUSMODEL_GET_OPCODE:

// "MS_ACCESS_PHY_MODEL_GET_OPCODE\n");
MODEL_OPCODE_HANDLER_CALL(vendor_example_get_handler);
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marker = 1;
MS_UNPACK_LE_2_BYTE(&state_params.phyplusmode_type, data_param+marker);
marker += 2;
/* Get Request Type */
req_type.type = MS_ACCESS_MODEL_REQ_MSG_T_GET;
req_type.to_be_acked = 0x01;
/* Assign reqeusted state type to the application */
}

break;

case MS_ACCESS_PHYPLUSMODEL_SET_OPCODE:
case MS_ACCESS_PHYPLUSMODEL_SET_UNACKNOWLEDGED_OPCODE:
{
// printf(
// "MS_ACCESS_PHY_MODEL_SET_OPCODE\n");
MODEL_OPCODE_HANDLER_CALL(vendor_example_set_handler);
marker = 1;
MS_UNPACK_LE_2 BYTE(&state_params.phyplusmode_type, data_param+marker);
marker += 2;
state_params.phyplusmode_param = &data_param[marker];
/* Set Request Type */
req_type.type = MS_ACCESS_MODEL_REQ_MSG_T_SET;

if(MS_ACCESS_PHYPLUSMODEL_SET_OPCODE == opcode)

{
req_type.to_be_acked = 0x01;

req_type.to_be_acked = 0x00;

}

break;

case MS_ACCESS_PHYPLUSMODEL_STATUS_OPCODE:

{

// printf(
// "MS_ACCESS_PHY_MODEL_STATUS\n");

MODEL_OPCODE_HANDLER_CALL(vendor_example_status_handler);
/* Set Request Type */

req_type.type = MS_ACCESS_MODEL_REQ_MSG_T_OTHERS;
req_type.to_be_acked = 0x00;
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break;

case MS_ACCESS_PHYPLUSMODEL_CONFIRMATION_OPCODE:

{
// printf(
// "MS_ACCESS_PHY_MODEL_CONFIRMATION\n");
MODEL_OPCODE_HANDLER_CALL(vendor_example_confirmation_handler);
/* Set Request Type */
req_type.type = MS_ACCESS_MODEL_REQ_MSG_T_OTHERS;
req_type.to_be_acked = 0x00;
}
break;

case MS_ACCESS_PHYPLUSMODEL_WRITECMD_OPCODE:
{

// printf(
// "MS_ACCESS_PHY_MODEL_WRITECMD_OPCODE\n");
marker = 1;

MS_UNPACK_LE_2_ BYTE(&state_params.phyplusmode_type, data_param+marker);
marker += 2;
state_params.phyplusmode_param = &data_param[marker];
/* Set Request Type */
req_type.type = MS_ACCESS_MODEL_REQ_MSG_T_OTHERS;
req_type.to_be_acked = 0x00;

}

break;

case MS_ACCESS_PHYPLUSMODEL_NOTIFY_OPCODE:

{
// printf(
// "MS_ACCESS_PHY_MODEL_NOTIFY_OPCODE\n");
state_params.phyplusmode_type = MS_STATE_PHYPLUSMODEL_NOTIFY_T;
marker = 1;
state_params.phyplusmode_param = &data_param[marker];
/* Set Request Type */
req_type.type = MS_ACCESS_MODEL_REQ_MSG_T_OTHERS;
req_type.to_be_acked = 0x00;
}
break;
default:

printf(
"MS_ACCESS_PHYPLUSMODEL_NONE_OPCODE\n");

(2021.3) 51 /53



P I N A

MICROELEGTRONICGCS

PHY62XX MESH JT- & #5F5 v1.0

break;

/* Application callback */
if (NULL != phyplusmodel_server_Ul_cb)
{

phyplusmodel_server_Ul_cb(&req_context,

ext_params_p);

}

return retval;

&req_raw, &req_type,

&state_params,

3.3 Generic onoff X5 LR

static API_RESULT Ul_generic_onoff_server_cb
(

/* IN */ MS_ACCESS_MODEL_REQ_MSG_CONTEXT*

/* IN */ MS_ACCESS_MODEL_REQ_MSG_RAW*
/* IN */ MS_ACCESS_MODEL_REQ_MSG_T*
/* IN */ MS_ACCESS_MODEL_STATE_PARAMS*
/* IN */ MS_ACCESS_MODEL_EXT_PARAMS*

ctx,
msg_raw,
req_type,
state_params,

ext_params

MS_STATE_GENERIC_ONOFF_STRUCT
MS_ACCESS_MODEL_STATE_PARAMS
API_RESULT

retval = AP|_SUCCESS;

param;
current_state_params;

retval;

/* Check message type */
if (MS_ACCESS_MODEL_REQ_MSG_T_GET == req_type->type)

{
CONSOLE_OUT("[GENERIC_ONOFF] GET Request.\n");
Ul_generic_onoff_model_state_get(state_params->state_type, 0, &param, 0);
current_state_params.state_type = state_params->state_type;
current_state_params.state = & param;
/* Using same as target state and remaining time as 0 */

}

else if (MS_ACCESS_MODEL_REQ_MSG_T_SET == req_type->type)

{
CONSOLE_OUT("[GENERIC_ONOFF] SET Request.\n");
retval = Ul_generic_onoff_model_state_set(state_params->state_type, 0,
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(MS_STATE_GENERIC_ONOFF_STRUCT*)state_params->state, 0);
current_state_params.state_type = state_params->state_type;
current_state_params.state =
(MS_STATE_GENERIC_ONOFF_STRUCT*)state_params->state;

}

/* See if to be acknowledged */
if (0x01 == req_type->to_be_acked)
{
CONSOLE_OUT("[GENERIC_ONOFF] Sending Response.\n");
/* Parameters: Request Context, Current State, Target State (NULL: to be ignored),
Remaining Time (0: to be ignored), Additional Parameters (NULL: to be ignored) */
retval = MS_generic_onoff_server_state_update(ctx, &current_state_params, NULL, O,
NULL);
}

return retval;
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